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C 301 / KNC 401 : Computer System Security

UNIT-1 : INTRODUCTION : (1-1Wto 1-23 W)

Computer System Security Introduction: Introduction, What is
computer security and what to learn?, Sample Attacks, The
Marketplace for vulnerabilities, Error 404 Hacking digital India
part 1 chase. Hijacking & Defense: Control Hijacking, More Control
Hijacking attacks integer overflow, More Control Hijacking attacks
format string vulnerabilities, Defense against Control Hijacking -
Platform Defenses, Defense against Control Hijacking - Run-time
Defenses, Advanced Control Hijacking attacks.

UNIT-2 : CONFIDENTIALITY POLICIES (2-1 W to 2-21 W)

Confidentiality Policies: Confinement Principle, Detour Unix user
| IDs process IDs and privileges, More on confinement techniques,
| System call interposition, Error 404 digital Hacking in India part 2
J chase, VM based isolation, Confinement principle, Software fault
, isolation, Rootkits, Intrusion Detection Systems.

UNIT-3 : SECURE ARCHITECTURE PRINCIPLES ISOLATION & LEAS
(3-1 W to 3-28 W)

Secure architecture principles isolation and leas: Access Control
Concepts, Unix and windows access control summary, Other issues

in access control, Introduction to browser isolation.

Web security landscape : Web security definitions goals and threat
models, HTTP content rendering, Browser isolation, Security interface,
Cookies frames and frame busting, Major web server threats, Cross

site request forgery, Cross site scripting, Defenses and protections
against XS5, Finding vulnerabilities, Secure development.

UNIT-4 : BASIC CRYPTOGRAPHY (4-1Wto4-31W)
Basic cryptography: Public key cryptography, RSA public key
crypto, Digital signature Hash functions, Public key distribution, ®
Real world protocols, Basic terminologies, Email security certificates,
Transport Layer security TLS, IP security, DNS security.

UNIT-5 : INTERNET INFRASTRUCTURE (5-1 W to 5-17 W)
| Internet Infrastructure: Basic security problems, Routing security,
! DNS revisited, Summary of weaknesses of internet security, Link
layer connectivity and TCP IP connectivity, Packet filtering firewall,
Intrusion detection.

SHORT QUESTIONS | (SQ-1W to SQ-21 W)
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1

Introduction, What is Computer Security and What to Learn ¢

Questions-Answers

Intl'Oduction

‘ Long An}w"er Type and Medium Answer Type Questions

—

Que 1.1, | Explain briefly computer security system. How you will

“W design the policies for information security within an organization ?

Answer
partl ¢ Introduction, What 18w 1=3W to 1-111y 1. Computer security (cyber security or IT securit:\'j is tht_‘ protection of
Computer Security and information systems from theft or disruption. It is used :
What to loarn a. To prevent theft of hardware.
. b.  To prevent theft of information,
Parts2 1 Sample AtAcks, Lo, L-11W to 1-16w m : N N N
| The Marketplace ¢, Toprevent disruption of service.
' For Vulnerabilities, 2 1t includes controlling physical access to the hardware, as well as
Rrror 404 Hacking protecting against harm that may come via network access, data and
Digital India Part 1 Chase code injection, intentionally or aceidentally,
Partd @ O o 8. Confidentiality, Integrity and Availability (CTA triad), is a model designed
‘ a8 2 \‘\\l\ll\\l ll}.;|\~k}\\s‘ [ TN =16W to 1-=21W to guide policies for information security within an organization.
Control Hyacking Attacks Canfidentiality : Confidentiality is a set of rules that limits S
Iteger Overflow, More control a. (\‘l\\ll m\t‘u ity : Confidentiality is a set of rules that hmits access |
Hijaeking Attacks Format to information,
String Vulnerabilities b Intogrity : lntegrity is the assurance that the information is
- trustworthy and aceurate,
artd sfonge Against € ) I =
! \ :l\‘k ‘;\\‘f‘ ~\\\-\ll\§l Control e, 1=21W to 1-28W o Availability : Availability is 8 guarantee of reliable access to the
| !\:‘;“ gt lf\((\w\\\ Detonge, inthrmation by authovized people,
i s “\‘“\‘_\" Against Control
K ‘\\:'\f““f\‘\‘\;l‘::n\\ e Defense, Que 18 [ Which components of the computer system need to be
sttt Conteal Higacking acks
e ST Conteol Hijaeking Atacks E soouve ¥

Answeor I

The companents of 2 omputer system that neads to be protected ave :

1. Handware is the physieal part of the computer, like the system menry
and disk drive,

2 FMrmware is the pernanent saftware that raas the pracesses of the
computer and is mostly invisble to the wser, Tke the start-up anetians
that make slements of the handware woark together,

l-l\Ww \
W IOCSomay & )
N
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Security )
uter System . .
Comp m that offers service to the user and admm‘strato,

frware is the ProgT word processor, computer games, agq Intel‘neg'

3. : tem,
The operating SYS*>% 1 1+ coftware commonly found on g Compyte,

browser are all examp

-—-ﬂ Discuss the goals of computer security syster,
Que 13,
[hierant

Fﬁﬂt;w—ix;é.a:e the goals 0
., Integrity :
1 The objects in the system must not be acc.essed by any unauthoriy, q
a. er and any user not having sufficient rights should not be alloweg
:os modify the important system files and resources,

f computer security system :

2 Secrecy: .
a.  Theobjects of the system must be accessible only to a limiteq number
of authorized users.

b. Not everyone should be able to view the system fileg,
3 Availability :
a. Al the resources of the system must be accessible to all the

authorized users i.e., only one user/process should not have the
right to dominate all the system resources.

b. Ifsuch kind of situation occurs, denial of service could happen,

¢.  Inthis kind of situation, a malware might dominate the resources

for itselfand thus preventing the legitimate processes from accessing
the system resources,

iQue 14, ’Descn'be the problems reh’ated with computer security.

|Answer I

Problemsyrrelated wit

L Phishing Phishing i g
including eregit carg ;Se ta:ﬂ attempt to obtain users sensitive information,
i

h computer security are :

2 Vishing : Vigh; ice phish;
abiag: b };:ﬁ v(::lcz plushu?g) isan attempt of fraudsters to persuade
Phone, persona] informatjon o transfer money over the
3. Smishj i
mlemslung : Smlshing (SMS phj hi
! SSages attempt ¢, make ton il
Uspicioyg links, potential
Pharming:
a P ing i
18 a ey,
another, fakq oie_e" éttack meant to redireet 5 website’s traffic t0

g) is any case where sent text
victims pay money or click on

151 B

14 W (CC-Sem-3 & 4) Introduction

b.  Pharming can be done either by changing the hosts file on a victim’s
machine or by exploiting a flaw in DNS server software.

c.  Pharming is extremely dangerous because it can affect a large
number of computers simultaneously.
d.  Inpharming, no conscious user interaction is required.
5. Vulnerability :
a.  Vulnerability is a software mistake that enables a bad actor to
attack a system or network by directly accessing it.
b.  Vulnerabilities can permit an attacker to act as a super-user or
even a system admin and granting them full access privileges.
6. Exposures:
a. It provides a malicious actor with indirect access to a system or a
network.
b.  Anexposure could enable a hacker to harvest sensitive information
in a secret manner.

Que 1.5, | Explain security measure taken to protect the system.

Answer_ |

To protect the system, security measures can be taken at the following
levels :

1. Physical:

a.  Thesites containing computer systems must be physically secured
against armed and malicious intruders.

b.  The workstations must be carefully protected.
2. Human :

a.  Only appropriate users must have the authorization to access the
‘system.
b.  Phishing (collecting confidential information) and dumpster diving

(collecting basic information so as to gain unauthorized access)
must be avoided.

3. Operating system : The system must protect itself from accidental or
purposeful security breaches.

4. Networking system :

a.  Almost all of the information is shared between different systems
via a network.

b.- Intercepting these data could be just as harmful as breaking into a
computer.

¢.  Henceforth, Network should be properly secured against such
attacks.
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Computer System Security \4)
I P tect its compute
rgamzatxon pro ol
How can an o i
Que 1.6.
pardware 7
Answer

teps t0 protect computer system hardwsheiare;;
Five s

1. Install firewall :

rewall enacts the role of a security guard.

. Afi ; i
a A firewall is the first step to provide security to the computer, 1
. ates a barrier between the computer and any unauthorizeq
;;3 gram trying to come in through the Internet. )

9. Install antivirus software :
Antivirus is a software that helps to protect the computer from, any
unauthorized code or software that creates a threat to the system,
b. Unauthorized software includes viruses, keyloggers, Trojans ete,
¢. This might slow down the processing speed of our computer, delete
important files and access personal information.
3. Install anti-spyware software :

a. Spyware is a software program that collects personal information
or information about an organization without their approval.

a.

b.  Thisinformation is redirected to a third party website.

¢.  Spyware is designed in such a way that they are not easy to be
removed.

d Anti-Spyware software is solely dedicated to combat spyware.
Anti-spyware software offers real time protection.

It scans all the incoming information and helps in blocking the
threat once detected.

4. Use complex and secure passwords :
a. For maintaining s
passwords,

b. Comp]expasswords ar
5. Ch

ystem security we have to use strong and complex

eck on the ) e difficult for the hackers to find.
Security settings of the browser :

a Bro_wsers have varjo

Teview and set g th,

b, Recent browserg gi

Movementg, incre

Que 17, ,

aecll!'ity ?

us security and privacy settings that we should
e level we desire,

Ve us ability to tel] websites to not track o0Uf
asing our privacy and security.

What ap,
SSesithie advantages anq disadvantages of computef

1-6 W (CC-Sem-3 & 4)
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Answer |

Advantages of computer security :

1

A N

Protects system against viruses, worms, spyware and other unwanted
programs.

Protection against data from theft.
Protects the computer from being hacked.
Minimizes computer freezing and crashes.
Gives privacy to users.

Disadvantages of computer security :

L
2.

Lol

5.

Firewalls can be difficult to configure correctly.

Incorrectly configured firewalls may block users from performing certain
actions on the Internet, until the firewall configured correctly.

Makes the system slower.

Need to keep updating the new software in order to keep security up to
date.

Could be costly for average user.

Que 1.8. | Write short note on security policy used for computer

systems.

Answer I

1

N

o

A security policy comprises of a set of objectives for the company, rules
of behaviour for users and administrators, and requirements for system
and management that collectively ensure the security of network and
computer systems in an organization.

A security policy is a living document, meaning that the document is
never finished and is continuously updated as technology and employee
requirements change.

The security policy translates, clarifies, and communicates the
management position on security as defined in high-level security
principles.

The security policy acts as a bridge between management objectives and
specific security requirements.

It informs users, staff, and managers of their obligatory requirements
for protecting technology and information assets.

It should specify the mechanisms that we need to meet these
requirements.

1t also provides a baseline from which to acquire, configure, and audit
computer systems and networks for compliance with the security policy.
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3. Non.inte,ference
a  The mode] ensureg

Following are
1

b,

1-7w (CC-Sep, "

urity
Computer System Sec &g

. nt security models in detailg,
; , Discuss differe:
Que1.9:

[astme

security models :

the various

Lattice models :

a Alattice isa mat!
a group- .

b Alatticeisa mathematic
i Asetof elements.
ii Apartialordering relation.
iii. The property that any two elements must have yp;

upper bound and greatest lower bound.
¢ Asecurity lattice model combines multilevel and multilatera] cocing]

d  Lattice elements are security labels that consist of a security leyy]
and set of categories.

hematical construct that is built upon the Notj,
’ 0 of

al construction with :

que Jegg

State machine model :

a  Inthe state machine model, the state of a machine is captured iy
order to verify the security of a system.

=

A given state consists of all current permissions and instances of
subjects accessing the objects. If the subject can access objects only

by means that are concurrent with the security policy, the system
is secure,

The model is used to describe the behavior of a system to different
inputs, It provides mathematical constructs that represent sets
iful.lbjem.’ objects) and sequences. When an object accepts an input,
8 modifies a state variable thus transiting to a different state.
d  Implementation tips:

L
aT;l:ee developer must define what and where the state variables

i Thed
- “hedeveloper mugt define secure state for each state variable:
li. Define anq identif

. y the allowable st; - tions)
v, The state transi state transition func

overa]] machinetlon function should be tested to verify that the

the system jg mafr:::n:(iiu "ot eoupromiso and the e Ly

thai
do not
rlevel],

Security Joyg)
Place at 5 lowe:
It ig not
- 10L concerneq i
: Wit]
ubject knows about th}:a ts}ilzz

a; any actions that take place at a highe”
fect, or interfere with, actions that take

flow of data, but rather with‘Wh”tz
te of the system. So if an entity #

|
|
|

1-8 W(CC-Sem-3 & 4)

Introduction

a.

higher security level performs an action, it cannot change the state
for the entity at the lower level.

The model also addresses the inference attack that occurs when
someone has access to some type of information and can infer(guess)
something that he does not have the clearance level or authority to
know.

Bell-LaPadula confidentiality model :

It was the first mathematical model with a multilevel security policy
that is used to define the concept of a secure state machine and
models of access and outlined rules of access.

It is a state machine model that enforces the confidentiality aspects
of access model.

The model focuses on ensuring that the subjects with different
clearances (top secret, secret, confidential) are properly
authenticated by having the necessary security clearance, need to
know, and formal access approval-before accessing an object that
are under different classification levels.

The rules of Bell-LaPadula model :

i. Simple security rule (no read up rule) : It states that a
subject at a given security level cannot read data that resides
at a higher security level.

Star property rule (no write down rule) : It states that a
subject in a given security level cannot write information to a
lower security levels.

ii.

5. Biba integrity model :

a.

b.

It uses alattice of integrity levels unlike Bell - LaPadula which uses
alattice of security levels.

It is also an information flow model like the Bell - LaPadula because
they are most concerned about data flowing from one level to
another.

The rules of Biba model :

i. Simple integrity rule (no read down) : It states that a
subject cannot read data from a lower integrity level.

ii. Star integrity rule (no write up) : It states that a subject
cannot write data to an object at a higher integrity level.

iii. Invocation property : It states that a subject cannot invoke

(call upon) a subject at a higher integrity level.

6. Clark-Wilson integrity model :

a.

This model separates data into one subject that needs to be highly
protected, referred to as a Constrained Data Item (CDI) and another
subset that does not require high level of protection, referred to as
Unconstrained Data Items (UDI).
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ts of .
p. Componen users) : These are active agents.

i Subjects ( tion Procedures (TPs) : The - b.  Cryptography and steganography are used for enciphering.
;i Transforma B di Wa s e
ii. ead, write, modify that pe £ Te 2. Data integrity :
dures such as reac, - Perfory, S
f::flfred operation on behaifc on 319 DSU:UG;;:’ (user), the | a. ?f‘itelﬁzi?ei: :t};ee:ﬁtﬁ?:nc;i la:d the assurance of the accuracy
ined Data Items + Data that can be . | - 3
nL. an;tr’;l;: modlﬂed | b.  Data integrity is preserved by comparing check value received to
oy by the check value generated.

Unconstrained Data Items (UDD) : Data thy can |, 3. Digital signature
o 1 81, ure @

iv. manipulated by subjects via primitive read/write OPeratign, o |
tegrity Verification Procedure (IVP) : Py, gram 3 a.  Adigital signature is a means by which the sender can electronically
v. ::n ;il;odic ally to check the consistency of CDIs with extsethat signthe data and the receiver can electronically verify the signature.

reality. These integrity rules are usually defined by vendors | b.  Public and private keys can be used.

d disad 4. Authentication exchange : In authentication exchange, two entities

ue 1.10. | What are the advantages and disadvantages °fSEcurity [ exchange some messages to prove their identity to each other.
17 5. Traffic padding: Traffic padding means inserting some fake data into
the data traffic to thwart the adversary’s attempt to use the traffic

[Answer : , | analysis.

Advantages of security model : [ Routing control : Routing control means selecting and continuously
1. Protection from malicious attacks on our network. ‘ changing different available routes between sender and receiver to
) prevent the opponent from eavesdropping on a particular route.

Q

lﬁodel ?

2. Deletion and guaranteeing malicious elements within a Pre-existing | e
network. 7 Notanzat-lon-. . .

3. Prevents users from unauthorized access to the network. & E:::f;tf:;;:;omneba;; Zilr?ctt\:?)gezttitt]-iler_- g trusted party to control the

4. Deny programs from certain resources that could be infected. b, The receiver can involve a trusted third party to store the sender

request in order to prevent the sender from later denying that they
made a request.

1. Strict regulations 8. Access control : Access control used methods to prove that a user has
| access right to the data or resources owned by a system.

Difficult to work with non-teéh.nical users
Restrictive to resources | Que 1.12. I What are the components of security policy ?

Constantly needs patchin, ‘
g | Answer

- Constantly being attacker
Following are security policies components :

Que 1.11, Discuss the i uri
e 1.11 , securit; i i t
urity mechanism used to provide security ‘ Governing policy

in computer system.

5. Securing confidential information.
Disadvantages of security model :

SR w oo

J Technical End-user
policies policies

Fig. 1121,

Sms used to provide security in computer syste® '

Secun'ty mechanj
are;

1 Encipherment ;

a, 1. Governing policy :

Encipherment i ‘

i . jon OF .

decryption by c;i‘?n :-lgm.‘lthm used for performing eﬂc{'yptwn 1 | a.  This policy is a high-level treatment of security concepts that are
eriing information from plaintext to ciphertex® important to the company.

'
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gystem Security ! W(CC"SE ]
Computer > . the intended aygs By
echnical are the audiencg, 4|
b. Managers licy controls all Secmt)’-related o {
C.

i . . cdintep, .
T i e
busin! Y. |

olicies : . "
2 End.uzef l; ¢ policy is a set of directives that describes

“ EnP;:;ees must take in order to protect COrporate asset:t ﬂct,'w‘

em| : informal set of pyigar: 3
.user policy can be an in gmdehne |
b, Anend-userp ublic place. o og oy |

to employees inp

i licies : .
3 Technical po ff members use technical policieg as th

ity stal S US

a Sleeci:rschurity responsibilities for the system, ey caryy , ‘
b. These policies are more detailed than the governing polcy |
! system or issue specific. g, 1

PART-2 <

|
Sample Attacks, The Marketplace For Vulnerabz'lities, Erpp. l' i
404 Hacking Digital India Part 1 Chase, |

[ : Questions-Answers

[ Long Answer Type and Medium Answer Type Questiong

Que 1.13, iDiscuss various attacks in computer security, |

|Answer I , ,“

Various attacks in com
1. Malware ;

&  Malwareig used to des

puter security : 1

g cribe malicious software, including spywart,
fansomware, viryses and worms, ’

b,
:{;ﬂ:r/alile breaches network through vulnerability typically when ‘
clicks a dangeroys Jjnj oremail attachment that then installs |

risky software,
Macro viruses ;
& Thegeyin . .
b Macie V"rllses infect applicationg such as Microsoft Word or Excel |
. ov
¢ When thlruses E.ittawh toan application’s intialization sequence: |
before tre PPlication js opened, then virus executes instructio® ‘
l evirug Ie" Ing control to the application. .
replj : . 12
Systey, P cates itselfang attaches to other code in the COmPY™ |

‘
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File infectors :

a.  Fileinfector viruses usually attach themselves to executable code,
such as .exe files. .

b.  The virus is installed when the code is loaded.
System or boot-record infectors :

a. A boot-record virus attaches to the master boot record on hard
disks.

b.  When the system is started, it will look at the boot sector and load
the virus into memory, where it can Propagate to other disks and
computers.

Stealth viruses :
a. Stealth viruses take over system functions to conceal themselves.
b.  They do this by compromising malware detection software so that
the software will report an infected area as being uninfected.
c.  These viruses conceal any increase in the size of an infected file or
changes to the file’s date and time of last modification.

Trojans :

a. A Trojan is a program that hides in a useful program and has a
malicious function.

b. A major difference between viruses and Trojans is that Trojans do
not self-replicate.

Logic bombs : A logic bomb is a type of malicious software that is

appended to an application and is triggered by a specific occurrence,

such as a logical condition or a specific date and time.

Worms : i

a.  Worms differ from viruses in that they do not attach to a‘host file,
but are self-contained programs that propagate across networks
and computers,

b.  Worms are commonly spread through email attachments, opening
the attachment activates the worm program.

Droppers: . .

a. A dropper is a program used to install viruses on computers. In
many instances, the dropper is not infected with malicious code
and, therefore might not be detected by virus scanning software.

b. A dropper can also connect t8€he Internet and download updates to
virus software that is resident on a compromised system.

10. Ransomware :

a.  Ransomware is a type of malware that blocks access to the victim’s
data and threatens to publish or delete it unless a ransom is paid.
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Computer System Security nsopware can lock the system ing

T to rey,
; imple computer Fa0° " ) cable person erse.
L Slmpdif’ﬁt?“-]t for 2 ;d;o‘technique called Cryptovirg)

SESKE =, i that
d malware uses tim’s files in a way makeg

more advance ts the victim b

extortion, Wl.mh zzicbr]);tl recover without the decryption key,

them nearly impo

. k:
11. Denial of service f;ttﬂc ck floods systems, Servers, or networks with
a.  Adenial of service atta 1 bandwidth.

t resources an .
traffic to e;:h:}l:s ystom is unable to fulfill legitimate requestg.
b.  As a result, the

kers can also use multiple compromised devices to launch thig
Attackersc

attack.

This is known as a Distributed Denial of Service (DDoS) attacl
S 1S K

C.

Que 1.14. | Write short note on server-side attack and insider attack,
ue 1.14.

Answer ’

Server-side attacks :
1. Server-side attacks are launched directly from an attacker (the client)

to a listening service.
2. Server-side attacks seek to compromise and breach the data ang
applications that are present on a server.

3. Server-side attacks exploit vulnerabilities in installed services.

Insider attacks :

1. Aninsider attack is a malicious attack executed on a network or computer
system by a person with authorized system access.

2. Insiders that perform attacks have a distinct advantage over external
attackers because they have authorized system access and also may be
familiar with network architecture and system policies/procedures.

3. Inaddition, there may be less security against insider attacks because
many organizations focus on protection from external attacks.

Que 1.15. ’ Differentiate between active and passive attack.

|

1-13 W(CC-Sem-3 & 4 t
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Answer I

Basis for
comparison

Active attack Passive attack

Basic

Passive attack tries to read
or make use of information
from the system but does
not influence system
Tesources

Active attack tries to
change the system
resources or affect
their operation

Modification in the | Occurs Does not take place
information
Harm to the system | Always causes damage | Do not cause any harm

to the system

Threat to Integrity and Conﬁdenzialjty
availability
Attack awareness The entity (victim) gets | The entity is unaware of
informed about the | the attack
attack
Task performed by | The transmission is | Just need to observe the
the attacker captured by physically | transmission
controlling the portion
of a link
Emphasis is on Detection Prevention

Que 1.16. I Write a short note on marketplace for vulnerabilities.

Answer. l

1. Vulnerability is a

cyber security term that refers to a flaw in a system

that can leave it open to attack.

A vulnerability may also refer to any type of weakness in a computer

systemitself, in a set of procedures, or in anything that leaves information

Software vulnerabilities and exploits are used to get remote access to
both stored information and information generated in real time.

When most people use the same software, then one specific vulnerability
can be used against thousands of people. In this context, criminals have

2.
security exposed to a threat.
3.
4.
become interested in such vulnerabilities.
5.

As aresult, both national security agencies and criminals hide certain
software vulnerabilities from both users and the original developer.
This type of vulnerability is known as a zero-day exploit.
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Comp!'

How can We defend zero-day vulnerabilitjeg 9

A networks to segregate some areas oft

it cal area r N

b “siﬁ;:ed physical or virtual network segments to isolate :;:g",rk

::auﬁs'li flowing between Servers. o
[Psec, the IP security protocol, to apply encryp;

9, Implement e I e - 3

authentication tone .
S or IPS. Although signature-based IDS and IP§ securj

loy an ID . .
3. Er‘;%uzts may not be able to 1§entlfy the attack, t}}ey may be able t, o ¥y
defenders to suspicious activity that occurs as a side effect to the attac;t
4 Use network access control to prevent rogue machines from gaini :

access to crucial parts of the enterprise environment.

Lock down wireless access points and use a security scheme sych as

Wi-Fi Protected Access 2 (WPA2) for maximum protection against

wireless-based attacks.

6. Keepall systems patched and up to date. Although patches will not stop
a zero-day attack, keeping network resources fully patched may make
it more difficult for an attack to succeed. When a zero-day patch does
become available, apply it as soon as possible.

7. Perform regular vulnerability scanning against enterprise networks

and lock down any vulnerabilities that are discovered.

;,Q,ile 1.18_. l Discuss error 404 hacking digital India part 1 chase.

Answer_|

L Inerror 404 hacking digital India part 1 chase, the cyber crime and cyber
attacks hack the information of users like bank detail and persond
information.

2. Ilf cxls real time i_ncident. In this, attacker or hacker creates an attractive
3 videoso that victim gets attracted and plays that video into system-

g ZZEEW& clicked on video to play then at the time of buffering, hacke?
eoee ‘g" our current location and GPS history but also have complete
impe :t b t‘;‘u' contacts, text messages, Facebook, Whatsapp a0d most
Hack ¥ our bank details, including our CVV number.

Fles oy o240 a kind Trojan file, and android aps fles, T 2%
distributed all over the internet. Those who downlo?

this file wil] pe ha S
: cked easily. Th by some ga%
candy erush m, v Other}s’ . ey are always bound by

5. P°tentia1
cyber attacks that is most common in error 404 hacking*

Introduction
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Web application attack:

A web application is a client-server computer program which
uses web browsers and web technology to allow its visitors to
store and retrieve data to/from the database over the internet.
Ifthere is flaw in the web application, it allows the attacker to
manipulate data using SQL injection attack.

Network security attacks :

Network security attacks are unauthorized actions against
private, corporate or governmental IT assetsin order to destroy
them, modify them or steal sensitive data.

As more enterprises invite employees to access data from
mobile devices, networks become vulnerable to data theft or
total destruction of the data or network.

Mobile security attacks :
i  Mobile security, or more specifically mobile device security,
has become increasingly important in mobile computing.
Of particular concern is the security of personal and business
information now stored on smartphones. -
More and more users and businesses use smartphones to
communicate, but also to plan and organize their users' work
and also private life. .
Within companies, these technologies are causing profound
changes in the organization of information systems and
therefore they have become the source of new risks.
Indeed, smartphones collect and compile an increasing amount
of sensitive information to which access must be controlled to
protect the privacy of the user and the intellectual property of
the company.

a.
i

i

i

L

PART-3
Control Hijacking, More Control Hijacking Attacks Integer

Overflow, More Control Hijacking Attacks Format
String Vulnerability. 3

Queétions-Answers

Long Answer Type and Medmm Aié_wép TypeQuesﬁ ;

Que 1.19. I Discuss control hijacking in computer security.
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rity
Computer Syste™ Secu - g | b. Stack-based buffer overflow : A stack-based buffer overflow is a
| condition where the buffer is allocated on the stack.
|

; . |
ttack in which the attacker | Que 1.21, I How to prevent buffer overflow attack ?

of network security a

jjacking is a &YP° jcation.
1. Hijacking 18 mmunica ) ‘
takes control of 2 ¢° wn asamanin the middle attack), the Perpetrat, Answer
9. Inhijacking (also kno blished connection while it is in progregs. it ; ‘ '
" takes control of all esta es in a public key exchange ap dth We can prevent buffer overflow by using :
3. The attacker interce};ti _‘:;f;z.g;‘heir own, public key for the req%st::g 1. Non-executable stack :
3 . 1 3 .
retransmits t;le‘t“’ sl:n; ginal parties still appear to be commmlicating a. Inthis method, the stack is configured not to hold any executable
one, so that the 1 code.
bt directly. .
with each other rogram that appears to be the server to the client b.  Kernel patches are available for both Linux and Solaris for
uses 8P | configuring a non-executable stack.

Data execution prevention in Windows XP protects the stack against

buffer overflow.
This method protects stack-based buffer overflow attacks,

ttacker :
“ o be the client to the server. ’J
{
‘ e.” Heap-based overflows and static data segment overflows cannot be
i

ears b .
anfi app 1 may be used simply to gain access to the messages, o, R
5. ’I‘hIIS]lﬁttt}?: attacker to modify them before retransmitting them
enable 5 i .
Attacker’s goal in control hij acking :

6.
i ample web server)
a. Takeover target machine (for ex b phi' i leati prevented by this technique.
b. Execute arbitrary code on target by hijacking application contro] | 2. Static analysis :
flow 5 a. In static analysi i i
o 1a s . . ysis the source code is parsed for dangerous library
7. There are three types of control hijacking in computer security : B | calls and race conditions to detect potential buffer overflows.
a.  Buffer overflow attacks b.  Functions like strepy and sprintf are vulnerable to buffer overflows,
b. Integer overflow attacks - . ; so source code scanners are used to look for incorrect use of these
c¢.  Format string vulnerabilities fun?tlons. :
‘ 3. Dynamic run-time protection : Buffer. overflow conditions are
_—Que 1.20. f Describe briefly buffer overflow attack. \ detected during the actual running 9f the program.in this {nethod, and
| : | an attack thwarted. Different techniques of dynamic run-time analysis
1 are :
Answer I |
: | a. Canary:
i When a function call is made, a canary is added to the return

1. Abuffer is a temporary area for data storage. When more data gets |
placed by a program or system process, the extra data overflows. |
2. It causes some of that data to leak out into other buffers, which can
corrupt or overwrite whatever data they were holding. 3 ii. So, before returning to the parent function, the canary is
3. In a buffer-overflow attack, the extra data sometimes holds specific checked again to see if it has been modified. .
instructions for actions intended by a hacker or malicious user. b. Copying return address :
4. For example, the data could trigger a response that damages files, In this method, the return address is saved separately.
changes data or unveils private information. So even when a buffer overflow exploit overwrites the return
5. Attacker would use 3 buffer-overflow exploit to take advantage of 8 address on the stack, it is set back to the original value when
Program that is v aiting on a user’s input the function returns. .
6. There are ¢ ' ¢ - Array bounds checking :
WO types of buffer overflows: = . . . . .
a.  Heap.hag edb erflow conditio? ‘ 1. Whenanarray is read from or written to, this technique double-
isab uffer overflow : A heap-based overtlo the beaP | - checks whether the boundaries are being violated.
2 buffer overflow, where the buffer is allocated in 1 .
Portion of memory,

address; if a buffer overflow occurs, the canary will be
corrupted.

i

|

|
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Q » ENsypg that o) h:
ue 1.22, Explain integer overflow g4, k.
I ack,

Answer ,

1. An integer overfl
oW attack occurs wh
the program to be large enou h t oy acker Sl
, ! gh to overflow Unexpectedy
i : commlintl f}(irrln of this attack s to cause a buffer tobea]]n' temé
00 Sma 0 hold data i i i i ca l
e copied into it later, thus enablmgabufferumﬂ,.‘

3. We are able to detect buffer overflow attacks in the same wayu
normal buffer overflow attack. |

are gyg;
T overflowg

Strncpy and snpy

b.

4. An integer overflow is the condition that occurs when the resultifs
arithmetic operation, such as multiplication or addition, excesst
maximum size of the integer types used to store it. ]

5.  When an integer overflow occurs, the interpreted value wﬂlﬂml:;l'ﬁI
have wrapped around the maximum value and sta%%d b;gm;m
minimum value, similar to a clock that represents 13:00byP°

d

1:00. !
. ttack

Que 1.28. l How can we prevent integer overflow a J

|

I

Answer l

Integer overflow can be prevented by : B
1. Avoidance: ) —_— thatarelar::d g
By allocating variables with dat:ib e con puted 1

N contain all values that may Pos,d verfow. ¥
them, it is always possible t0 - rification ¥ ’

b Static’ analysis tools and formal ve

not occur-
to ensure that overflow does |

1-20 W (CC-Sem-3 & 4) Introduction

2. Handling : ' ;
a. Ifitisanticipated that overflow may occur, then tests can be inserte

" intothe program to detect when it happens and do other processing

to mitigate it.

3. Propagation : - '

If a value is too large to be stored it can be assigned a special value

indicating that overflow has occurred.

b. This is useful so that the problem can be checked for once at the
" endofa long calculation rather than after each step.

This is often supported in floating point hardware called FPUs.

a.

c.

Que 1.24.' What do you understand by format string
vulnerabilities ?

inswe

1. Format string vulnerabilities are a class of bug that takes advantage of
an easily avoidable programmer error.

2. Ifthe programmer passes an attacker-controlled buffer as an argument
to a printf(or any of the related functions, including sprintf, fprintf, etc),
the attacker can perform writes to, operation arbitrarily.

3. Format string vulnerabilities arise when user-controllable input is passed
as the format string parameter to a function that takes format specifiers
that may be misused, as in printf family of functions in C.

4. -These functions take a variable number of parameters, which may
consist of different data types such as numbers and strings.

5. The format string passed to the function contains specifiers, which tell it

what kind of data is contained in the variable parameters, and in what
format it should be rendered.

‘Que 125. I How can we prevent format string vulnerabilities ?

To prevent format string vulnerabilities :
1. Always specify a format string as part of program, not as an input.

2. Most format string vulnerabilities are solved by specifying “%s” as format
string and not using the data string as format string.

3. Ifpossible, make the format string a constant. Extract all the variable
parts as other arguments to the call.

4. Difficult to do with some internationalization libraries.
Use defenses such as format guard, rare at design time.
6. Perhaps a way to keep using a legacy application and keep costs down.
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Computer Nyslem Becurily

7 lnereass trost Wt i thired gty npplication will b gafe

[ani-a]
Defense Against Control Hijacking Platform Defenwe, Defense

Againat Control Wiaeking-Run-Time Defenve,
Advanced Control Hijocking Alttachs

Questlons-Answ

Long Answer Type and Medlum Answer Type Questions

Que 1.20, I How can we control hijneking nttack 7
Answer I

Hyncking nttack In controlled through

Lo Platform defenne 1 Through platform defonse we can prevent target
machine by using

L. Fixed the huy
w Andit software through atomated tools
b Rewrite software inonanfo langunge
¢ Concede overflow, but prevent code execution
d Addiran-time codo to detect overflows exploits
| Halt process whoen overflow exploit detected
W Ntackgunrd
2 Marking memory ax non-oxecute |
a Preventattack codo execution by mnrking stack and hoap
non-execntahle
i Rundtime defonse
1

In run-timo defense, we tests for stack Integrity

2

Weo embed *canaries” in stack frames nnd verify thelr integrity
poior to function return, There are two types of canaries

Pranw 2 Pranw |

I R e e e R

stack
Fig. 1.34,1,

a. Random canary

i In random ¢ anary, random string is chosen at program startup

122 W (A D B 4)

W losert cansry viring iots svery stae e fremms
W Verify cansry balors retsrong frnm fasrtaon
8 Bant program of easary changed
b Turns ptential exphon wts [ed

b Tocorruga et ber most learn carreet rassons Wsisg

b, Terminator ennary
L Buring funationa will pet copy teryond tesmitator
B Atlerker cannst use string funrtons (s corrugs sl
lik, Mesp protection
n U protecta function piaters and setpomy buffars by suceyptn
them
b It hina less effective and mors potweshis performanen eflonta

Que 127, | Kaplain heap spray sttack with its teehoigues 7
Answer I

n Heapspraying ia o Wehnbgue used in explots s |

2 Lt @e artRLL ArY Cralle

vrecution

v of copy of explow s o
h In heap epray attack, we put number o wup whnll ) ool &

vartous places of henps

It 4 reliable method for exploting beag

( P wverlloms as e
] TP methed 01
-~ et bad 07
~ |m r— ‘
ptr o i Fis 3 -t ol el
la
dnta
Object 'l
Fig. 1371
d After overllow of baf (bafler
[ el |
'; i i
- T
bull25d] l Viable L‘i | = |
lt L - A & ] 59 B
- - - i Obgeat T

Fig 1372

v Here, attacker does not know where browser places alell code on the
heap
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Omputer System Security

= Confidentiality
Policies

C.

axecnto ost aﬂywhere in heap will cayge shell code to
2. Vulnerable buffer pPlacement ;
a.  Placing vulnerable buf[256] next object O :

|

\ f )

| CONTENTS
1 By sequence of Jjavascript allocations and frees make heap

look as follows : | Part-1 : Confidentiality Policies, -...-cccorrerrrurernnne. 2-2W to 2-6W
Confinement Principle

free blocks Part-2 : Detour Unix User IDs Process ... 2-TW to 2-11W
IDs and Privileges, More on .
Confinement Techniques, System

l I I ’ I —‘-» l I l | | Call Interposition, Error 404 Digital

Hacking in India Part 2 Chase
Object O | Part-3 : VM Based Isolation, ....ccceooovumrvmneunnenn. 2-11W to 2-21W '
| Confinement Principle, Software :

Flg‘. 1.274 Fault Isolation, Rootkits,

ii.  Allocate buffer in javascript and cause overflow. & Intrusion Detection Systems g
iii. Successfully used against a safari PCRE overflow.
Heap spray control hijacking can be prevented as :
1. Protect heap function pointers.
2. Better browser architecture o browasr st
a. Store javascript stringsina sepax:ate eap
b. Open BSD heap overflow protection. e
c. Detect sprays by prevalence of code 0 p.
|
©O0 |
|
2-1 W(CC-Sem-3 & 4)
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T
(‘uulnlnnlhllilv 1

Oliciyg
P »
$0 =
( uu/uh-nliuli{v Policiey

(‘nn/uwmvnr P

rinciple,

e QunnlImm-Annwm- ;

Long Answop Ty

PO nnd Modiy

—

Que 2.1, 8
e 21 l Detine the Lorm confidentinliy

um\fhlun!lnll(‘\- maodol, pollelos, tixpluin

l\llﬂ\\'ur
i, \ \] 1o 1{t _
.(\ :nnllnlqlu\lmlll,\ poliey is intondod (o proteet soeroln, Spacifieally, it
mtended to provont unauthori ine e y, it s
i Spocifie m ~l| ; Wharized disclosuro of information,
\ , \ oe B e . X
10 1 MDA onsure mnlul.-“((ul“.‘. and mafoguard data from
harmful intrudors,
i, ()nulnl\mlul ofacconfidontinlity policy s the Boll-LaPadula (3L soeurity
model
L The Boll-LnPaduln confidontiality modol is astato machino-based
multilovel security policy.,
20 The modol was oviginally designod for military applications,
3. State mnehine modols dofine stades with l‘\ll'l't‘lll pormissions and
curront inntaneen of subjocts necossing the ohjoets,
i . L )
4. The socurity of the systom is satisfiod by the Imll‘ that 'llll‘llV n:v:h m
teansttions from onoe socure atato to the othor with no failure .l
ifienti : or subjocts and &
b The modol uson o lnyoered elnasificntion ne homeo for subj
Inyorod entogorization sehomo for ohjects, it
' : |
Tentd i joe ho neconn righta o
6. Tho claasifieation lovol of tho ohjoc ll'l and ol
auhjects dotormine which nubjoet will hnvlu l||n||. o |v||||ni|)lllll“”H
) ‘o for Wiico for v
i +{, ' This sorod structuro formun i
which ohjoet, This fnye
Heeons, In |U| wlllt'h
\ itnkic modoly
7. The Boll-LaPadula confidontinlity modol i ool
o atnt statos \ MAC) nnd Diseretionary
i Manduntory Acecrr ¢ fontrol (MAG
B 1 implements Mincnior,
Accons Control (DAC), -
aduln mot
re Lhe IsNueN rolnted Boll-LaPn
Que 2.2, Whant nre

|
|
|

Computer Systom Security
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Answor I

Issues with Bell-LaPadula model

L

Que 2,3,

The transfor of information from a high-sensitivity document 1:o
lowor-sonsilivily document may happen in the Bell-LaPadula model via
tho concopt of trusted subjects.

Trustoed subjects are not rostricted by the property.

This modol only addresses confidentiality, control of writing (one form
ofintegrity).

Yovort channels such as Trojan horses nnd requesting system resources
{0 loarn nbout othér ugors that are mentioned but are not addressed
comprehensively
The tranquility principle (The tranquility principle of the Bell-LaPadula
model states that the elnssificntion of a subject or object does not change
whilo il is being reforenced) limits its applicability to systems where
securily levels do not change dynamically,

Lxplain Diserotionary Access Control (DAC).

Answer |

3

Diserotionnry necess control (DAC) is a typo of security nccess control
that grants or restriets ohjeet necess vin an necess policy determined by
un ohjeet’s ownor group nnd/or subjocts,

DAC mechanism controls nre defined by user identification with supplied
crodontinly during nuthentication, such us usernnme and password,

In DAC, ench systom object hans an owner, and oach initinl object owner
is tho subject that enuses its crontion,

DACH nro diserotionnry hoeauso the subjoet (ownor) can transfor
nuthentiented objeets or information necoss to othor usors. Tn other
words, tho ownor detormines objoet necess privilogos,

Quo 2.4, | Eixplain tho issues rolated with DAC.
Answor

Issues rolatod with DAC nro

Lo Diffieult to onforeo n nystom-wide nocurity policy f.e., n usor can lonk
clansifiod docaments to nn unelisifiod unors,

20 Only support conrno-grained privilogon f.e., CGA ia the top-lovel
nuthovizntion decision thad fn mndo at the porimotor of n nystem, This
docinion will b hused upon O requentod rosonreo nnd netion hoing tied
Lo the user,

S Unbounded privilogo exenlation,

4 Only bivsed on usorn idontity nnd ownership, ignoring necurity rolovant

| Informntlon anely wa ;
|

|

|

{

omEry——e-
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Users role Computer System Security 2-5W (CC-Sem-3 & 4)
a User
p. Function of the program b.  Hence, an organization cannot reach apex heights in business by
. mrustworthiness of the program : adopting MAC.
¢ c.  Hence, an update is required to alter the security levels and include

Object. 1

i Compromised program can change access to the user
|

i, Compromised program inherit all the permission Brantedy gy
" ] e

this functionality in proposed model which is an alternate to MAC.

2. Filtration :

user. . 3 ] 5
4 Sensitivity ofthe data a.  The security levels e?re assigned to both subjects an-d objects.
ity of the data | b.  These levels are assigned to values inside each attribute.
0
e. Integrity | c. The Bell-LaPadula model form the basis of MAC.

Describe Mandatory Access Control (MAC).

1&.w Mandatory Access Control (MAC) is a typfa of access contro] by whicy |
the operating system constraints the a};_;ihty of a subject to access op ‘
perform some sort of operation on an object. ‘

2. MACcriteria are defined by the system administrator, strictly enforeeq {

by the operating system (OS) or security kernel, and are unable tohe |

altered by end users.

| 3. Polyinstantization :
l a. Inpolyinstantizition, multiple instances of a tuple are created.
| b.  Consider the example, where user with security level confidential

can view attributes which are at lower level or equal level as
compared to this user.

C.. Other values are displayed as NULL. These values canbe accesses

and changed by this user by taking a key which is at lowest level in
this relation and any attribute can be accessed using this key or
value.

3. Mandatory access control works by assigning a classification label to Que 2.7. l What are the advantage and disadvantages of DAC and

each file system object. Classifications include confidential, secret and MAC ?

top secret.
4. Each user and device on the system is assigned a similar classification
and clearance level.

5. When a person or device tries to access a specific resource, the 0S or

iAnswerg)
Advantages of Discretionary Access Control (DAC) :

a. Intuitive

security kernel will check the entity’s credentials to determine whether b.  Easytoimplement
access will be granted. Disadvantages of Discretionary Access Control (DAC) :

6. While it is the most secure access control setting available, MAC requires a.
careful planning and continuous monitoring to keep all resource objects b.
and users classifications up to date. c

7. As the highest leve] of access control, MAC can be contrasted with d
lower-level Discretionary Access Control (DAC), which allows individu!
resource owners to make their own policies and assign security controls Adv

'j a.
Que 2. | What are the Problems related with MAC ?
Answer b.
F Dllow‘ . . .
L R lng: are the different Problems in MAC : a.
* €quirement

& hMAc - . tside

. » there is ng security level for common people (people 0f;lilon to

Organizat; i i
ow orgalx(:?) Whare they can access certain data or mforr:r?ization
0 2ation or business angq hence marketing of 078

of new security levels : ’ J b
or i
Usiness is not Possible in traditional MAC. \I‘
|

.‘

Inherent vulnerability

Maintenance of ACL (Access Control List) of capability lists
Maintenance of Grant/Revoke.

Limited power of negative authorized.

antages of Mandatory Access Control (MAC) :

Ensure a high degree of protection, prevent any illegal flow of
information.

Suitable for military and high security types of applications.

Disadvantages of Mandatory Access Control (MAC) :

Require strict classification of subjects and objects.
Applicable to few environments.

Que 2.8. | Differentiate between DAC and MAC.
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.~ MAC ‘

f_ﬁ
A type of access contro} th,

restricts the access tq ﬂ?t |
resources based on the clearanc:

1 A type of access control in
. which the owner of a
resource restricts access to

the resource based on the | of the subjects.
identity of the users.
2. Stands for discretionary Stands for mandatory access

access control. control.

3 Access is determined by -| Access is determined by the
owner. system.
4, More flexible. Less flexible.

5 Not as secure as MAC. More secure. \

Que 2.9. |Describe briefly confinement principle. i !

Answer

1. The ‘Conf.inement'principle is the principle of preventing a server from ‘
leaking information that the user of the service considers confidential.|

2 The confinement principle deals with preventing a process from taking|
disallowed actions.
: S:nSid,er aclient/server situation: the cli -+ sends a data request tothe
rver; the server uses the data, performs some function, and sends the }
results (data) back to the client. |
4

In thi; . |
§ case the confinement principle deals with preventing 2 server

from leaking i ; . i
confi demiall,lg information that the user of that service con51del‘5“
|

5. Inconfine :
me i .
in two ways n t principle, access control affects the function of the server

a. Goal ;

resoul:zzssiw1 ce provider : The server must ensure that thz}
Tesources ;haictc}fsse.s on behalf of the client include only thos
b. e client is authorized to access.

Goal of th
€ servi .
reveal the clierlxl;;‘:1 ce user : The server must ensure that it

to see the cliem»:'dd;;a to any other entity which is not a

does not
thorized ‘

|

Computer System Security

2-7W (CC-Sem-3 &4)

PART-2 < |

Detour Unix User IDs Process IDs and Privileges, s
More on Confinement Technigues, System Call Interposition,
Error 404 Digital Hacking in India Part 2 Chase.

Questions-Answers

Long Answer Type and Medium Answer Type Questions

Que 2.10. l Describe detour used in Unix user ids and process ids.

Answer |

1

2.

Detour is defined as few words about Unix user IDs and IDs associated

with Unix processes.

Every user in Unix like operating system is identified by different integer

number, this unique number is called as UserID.

There are three types of UID defined for a process, which can be

dynamically changed as per the privilege of task.

The three different types of UIDs defined are :

a. Real UserlD : It is account of owner of this process. It defines
which files that this process has access to.

b. Effective UserID : It is normally same as real UserID, but
sometimes it is changed to enable a non-privileged user to access
files that can only be accessed by root.

c. Saved UserID: Itis used when a process is running with elevated
privileges (generally root) needs to do some under-privileged work,
this can be achieved by temporarily switching to non-privileged
account.

A subject is a program (application) executing on behalf of some

principal(s). A principal may at any time be idle, or have one or more

subjects executing on its behalf.

An object is anything on which a subject.can perform operations (mediated

by rights) usually objects are passive, for example :

a. File

b. Directory (or folder)

c¢. Memory segment.

Each user account has a unique UID. The UID 0 means the super user
(System admin). A user account belongs to multiple groups. Subject are
processes, associated with uid/gid pairs.
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28W(C = ing from users to pri
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principalsv but each principal is associateq Wlth
(]

have many accountability of a user action.

unique user- This enswres

Que 11| Explain basic permission bits on non-directorieq g
Que 2.11.

directories files:

!Answer I

Basic permission bit
1. Read controls reading
9. Write controls changing the con
Execute controls loading the file in memory and execute i.e., the execute
system call.

Permission bits on directories files :

1 Read bit allows to show file names in a directory.

The execution bit controls traversing a directory.

< on non-directories files :
the content of a file i.e., the read system cq))
tent of a file i.e., the write systen ¢ al

3.

Deleting a file under a directory requires no permission on the file

G Ny

directories along the path.

Que 2.12. I Define SUID, SGID and sticky bits with basic difference.

Answer I

L. There are three special permission that are available for executable |

files and directories.

2. ’I}':lese.pgrmissions allow the file being executed to be executed with
the privileges of the owner or the group. These are :
a.  SUID permission :

L SUID is set user identi . ) ) -
i tification. al permiss!
assigned to a file, ton. SUID is a special p

ik ;I‘Vlbfl::e perm.is.sions allow the file being executed to be executed
q the privileges of the owner,
GID Permission ;

L SGIDjs set group identification,

i When the S . : ith
the authoritet Group ID bit is set, the executable is TU? i

Yy of the
Sticky bit group.

i When the sti . the
ick i .
OV'VDG'r of the Y bit is set on adirectory, only the root ‘;sveerhles

di
said du:ff(fﬁy”' and the owner of a file can re™

Write control and execution control creates or delete files in the directory,

Accessing a file identified by a path name requires execution to all

Computer System Security - 2-9 W (CC-Sem-3 & 4)
Difference:
Basic SUID SGID Sticky bit
Non-executable no effect affect locking not used
files (unimportant for us)] anymore
Executable files | change euid | change egid when not used
when executing| executing the file anymore
the file
Directories no effect new files inherit |only the owner
group of the of a file can
directory delete

Que 2.13. | Di.scuss confinement techniques in details.

Answer |

Followiﬁg‘are the various confinement techniques :

L

Chroot (change root) :

a. A chroot on Unix operating systems is an operation that changes
the apparent root directory for the current running process and its
children.

b. The programs that runin this modified environment cannot access
the files outside the designated directory tree. This essentially limits
their access to a directory tree and thus they get the name chroot
jail.

c. Theideaisthat we create a directory tree where we copy or link in
all the system files needed for a process to run.

We then use the chroot system call to change the root directory to
be at the base of this new tree and start the process running in that
chrooted environment.

e. Since it cannot actually reference paths outside the modified root,
it cannot maliciously read or write to those locations.

2. Jailkits:

a. Jailkitis a set of utilities to limit user accounts to specific files using
chroot() and or specific commands.

b. Settingup achroot shell, a shell is limited to some specific command
and can be automated using these utilities.

c. Jailkitis aspecialized tool that is developed with a focus on security.

It will abort in a secure way if the configuration is not secure, and
it will send useful log messages that explain what is wrong to system
log.
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e.

Jailkit is known to be used in network security appliances frop,
several leading IT security firms. : '

3. FreeBSDjail::

a.

4. System call interposition :

a.

b.

FreeBSD is a popular free and open source operating system that is!
based on the Berkeley Software Distribution (BSD) version of the|
Unix operating system.

It runs on processors such as the Pentium that are compatible with
Intel's x86.

FreeBSD s an alternative to Linux that will run Linux applications,

The jail mechanism is an implementation of FreeBSD's OS-leve]
virtualisation that allows system administrators to partition a‘
FreeBSD-derived computer system into several independent mini.
systems called jails, all sharing the same kernel, with very little
overhead. ’

The need for the FreeBSD jails came from a small shared-!
environment hosting provider's desire to establish a clean, clear-
cut separation between their own services and those of their,
customers, mainly for security and ease of administration.

System call interposition is a powerful technique for regulating and
monitoring program behaviours. :

It gives security systems the ability to monitor all of the application’s[

interaction with network, file system and other sensitive system
resources,

'_I‘his approach brings with it a host of pitfalls for the unwary
implementer that if overlook can allow his tool to be easily,
circumvented. ‘

Que 2,14, l Explain error 404 digital hacking in India part 2 chase.I

Answer , !

Inerror 404 digital hacking in India part 2 chase experts discuss about
some attack re.lated to cyber attack and the attacker can control the
overall system if proper security is not provided to the system.

Some attacks discuss in error 404 digital hacking India part 2 chase are ;

1

a.

Israel’s power grid hit by a bi is bei ‘J
: Y a big hack attack. It is b {
the worst cyber attack ever. eng calledoneo

In2014a hydropower plant in upstate New York got hacked.

:ran’s infrastructure including its main nuclear power plant is being
argeted by a new and dangerous powerful cyber worm.

Bangladesh best group hacked into ne i i
] a arly 200 te
including the Indian Border Security Forc:. ki

. Que2
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e.  First virus that could crash power grid or destroy pipeline is available

online for anyone to download and tinker with.

f.  India’s biggest data breach when the SBI debit card branch happens.
When this happened bank where initially in a state of denial but
subsequently they had to own up cyber security breach that took

place in Indian history.

PART-3

" VM Based Isolation, Confinement Principle, Soﬁ‘ﬁ)are Fault
* Isolation, Rootkits, Intrusion Detection Systems. :

S S

Questions-Answer§ 3

‘ Long Ax_iéwer Type and Medium Answer Type Questions

Que 2.15. I What do you understand by VM based isolation ?

Answer

1. Virtualization technology allows the sharing of the same physical

resources among several users.

2. This enables the consolidation of servers and a multitude of user machines
into a very small set of physical servers, by replacing the physical machines

with virtual machines, running on the same physical servers.

3. Temporal isolation or performance isolation among virtual machine
(VMs) refers to the capability of isolating the temporal behaviour (or
limiting the temporal interferences) of multiple VMs among each other,
despite them running on the same physical host and sharing a set of

physical resources such as processors, memory, and disks.

4. Virtual Machines are software abstractions of real machines. They

provide a virtual platform for running tasks.

5. Virtual machines have been employed to provide various features like

emulation, optimization, translation, isolation, replication etc.

6.  Avirtual machine can support individual processes or a complete system

depending on the abstraction level where virtualization occurs.

7.  Some VMs support flexible hardware usage and software isolation, while

others translate from one instruction set to another.

Explain confinement principles with its techniques.
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Confinement principle : Refer Q. 2.9, Page 2-6W, Unit-2. _
Confinement principles techniques ; Refer Q. 2.13, Page 2-9W, Unit-2,

Que 2.17. | Describe the types of VM based isolation.

Answer
F;ﬂov?ihé are the types of Virtual Machine based isolation :

a. Process virtual machines :

1. Process virtual machines support individual processes or a group of

processes and enforce isolation between the processes and operating
system environment.

2. Process virtual machines can run processes compiled for the same
Instruction Set Architecture based (ISA) or for a different ISA as
long as the virtual machine runtime supports the translation.

3. Isolation policies are provided by a runtime component which runs
the processes under its control.

4. Isolation is guaranteed because the virtual machine runtime does
not allow direct access to the resources.

b. System virtual machines (Hypervisor virtual machines) :

1. System virtual machines provide a full replica of the underlying
platform and thus enable complete operating systems to be run
within it.

2. The virtual machine monitor (also called the hypervisor) runs at
the highest privilege level and divides the platforms hardware
resources amongst multiple replicated guest systems.

3. All accesses by the guest systems to the underlying hardware
resources are then mediated by the virtual machine monitor.

4. This mediation provides the necessary isolation between the virtual

. machines.

5. Systen.: 'Vi!‘tl'lal machi_nes can be implemented in a pure-isolation
mode in which the virtual systems do not share any resources
betwgen themselves orin a sharing-mode in which the VM Monitor

: multiplexes resources between the machines.

. Pure-isolation mode virtual machines
- are as good as separate
physical machines. # P
c. Hosted virtual machines H

1. Hosted Virtual Machines are built isti i
on top of
system called the host,. RS Titine gpersting
2. Th; viariualizatiqn layer sits above the regular oberating system
and makes the virtual machine look like an application process.
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3.. We then install complete 6perating systems called guest operating
systems within the host virtual machines.

4. The VM can provide the same instruction set architecture as the
host platform or it may also support a completely different
Instruction Set Architecture (ISA), like running Windows IA-32
OS on a Mac running on the PowerPC platform.

5. VMware GSX Server is an example where the host ISA and guest
ISA are same.

6. Isolation in hosted virtual machines is as good as the isolation
provided by the hypervisor approach except that the virtual machine
monitor in the case of the hosted VM does not run at the highest
privilege.

7. The processes running inside the virtual machine cannot affect the

" operation of processes outside the virtual machine.

8. System emulators are also loosely classified under hosted virtual
machines.

d. Hardware virtual machines :

1. Hardware virtual machines are virtual machines built using
virtualization primitives provided by the hardware like processor
or I/O.

2. The advantage of hardware level virtualization is tremendous
performance improvements over the software based approaches
and guarantees better isolation between machines.

3. The isolation provided by the hardware assisted virtualization is
more secure than that provided by its software counterpart for

obvious reasons.

Que 2.18. | Discuss briefly the term rootkit.

Answer |

1. Arootkit is a computer program designed to provide continued privileged
access to a computer while actively hiding its presence.

2. Rootkit is a collection of tools that enabled administrator-level access to
a computer or network.

3. Root refers to the Admin account on Unix and Linux systems, and kit
refers to the software components that implement the tool.

4. Rootkits are generally associated with malware such as Trojans, worms,
viruses thas conceal their existence and actions from users and other
system processes.

5. A rootkit allows us to maintain command and control over a computer
without the computer user/owner knowing about it.
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6. Once a rootkit has been installed, the controller of the rootkit has the
ability to remotely execute files and change system configurations on
the host machine. .

7. Arootkit on an infected computer can also access log files and spy on the
legitimate computer owner’s usage.

8. Rootkits can be detected using detection' methods which include :
a. Behavioural-based methods
b. Signature scanning
c¢. Memory dump analysis

Que 2.19. I Explain the purpose of rootkit. What are the examples
of rootkits ?

Answer

Purpose of rootkits :

1. The purpose of a rootkit is for a malware to give its owner, a (often)
permanent, hidden remote access to our computer.

2. Toavoid detection, they tamper with the system to conceal the presence
of the malware (for example, hide files) and its activities (for example,
running processes).

Examples of rootkits :

L (l‘:'sl"Rootkit : One of the first malicious rootkits targeted at Windows

2. HackerDefender : This early Trojan altered/augmented the OS at a
very low level of functions calls.

3 Machiavelh' : The first rootkit targeting Mac OS X. This rootkit creates
hidden system calls and kernel threads.

4. Greek wiretapping: This rootkit targeted Ericsson’s AXE PBX.
de 2.20. I Explain various types of rootkits.

Types of rootkits :
1. Hardware or firmware rootkit :

a.  This type of malware could infect d i i
bl L . our computer’s hard drive or its

b. .It can even infect our router. Hackers can
intercept data written on the disk.

2. Bootloader rootkit :

use these rootkits to

a.  Itloads our computer’s operating system when w

& e turn the machine
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b. A bootloader toolkit, then, attacks our system, replacing our
computer’s legitimate bootloader with a hacked one.

c.  This means that this rootkit is activated even before our computer’s
operating system turns on.

3. Memory rootkit :

a. This type of rootkit hides in our computer’s RAM (Random Access
Memory).

b. These rootkits will carry out harmful activities in the background.
c. These rootkits have a short lifespan.
d. They only live in our computer’s RAM and will disappear once we
reboot our system.
4. Application rootkit :

a. Application rootkits replace standard files in our computer with
rootkit files.

b. They might also change the way standard applications work.

c.. These rootkits might infect programs such as Word, Paint, or
Notepad.

d. Every time we run these programs, we will give hackers access to
our computer.

e. . The challenge here is that the infected programs will still run
normally, making it difficult for users to detect the rootkit.

5. Kernel mode rootkits :
a. These rootkits target the core of our computer’s operating system.

b. Cybercriminals can use these to change how our operating system
functions. They just need to add their own code to it.

¢. This can give them easy access to our computer and make it easy
for them to steal our personal information.

Que 2,21, | How can we prevent rootkits ?

Following are the method to prevent rootkits :

1. Avoid opening suspicious emails :

Statistics shows that malware, including rootkits, are distributed

through emails.

b. This means that the chances of getting infected with a rootkit via
email are high.

a.
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Using another type of malware, hackers collec? email addresses on

the internet, which they flood with spam emails.

d The rootkit installs silently in the background when the user opens
the infected email. 1

e. To prevent rootkits from infiltrating our computer, avoid opening |

suspicious emails, especially ifthe sender is unfamiliar to us.

2 Avoid downloading cracked software :
a  Cracked software may be free but it is also unsafe. ‘

b. Cracked software is commonly used by hackers to install rootkits |
on victims’ computers. .

¢. Cracked software is sometimes bundled with Adware (a software),
which generates stubborn and annoying pop-ups on the computer.

d.  To prevent rootkits and other types of malware, download legitimate {
software only. |

3. Install software updates :

a.  Through system vulnerabilities, a rootkit can get through to our
computer.

b. System vulnerabilities are inevitable. In fact, programmers are
often only able to discover a bug after the software is released. The
soiution is a software update.

c.  Unfortunately, some users ignore the importance of software
updates. But the fact is that installing software updates enhances
our cyber security, preventing malware like rootkits from getting
onto our computer.

d  When software updates become available, donot delay their
installation.

4. Anti-malware software with rootkit detection :

a. Ant_i-ma.lware software prevents varieties of malware. But advanced
antx-rpalware software with rootkit detection is required to stop
rootkits from getting on the computer.

b.  Anti-malware software equipped with a Host Intrusion Prevention

System as a feature is specifically designed to monitor computer
memory.

¢. It prevents any malicious software from loading on the kernel of

the operating system, which prevent rootkits using anti-malware
software.
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Que 2.22 What is Intrusion Detection System (IDS) ?

{Answer

1. AnIntrusion Detection System (IDS) is a network security technology
originally built for detecting vulnerability exploits against a target
application or computer.

9. Intrusion Prevention Systems (IPS) extended IDS solutions by adding
the ability to block threats in addition to detecting them and has become
the dominant deployment option for IDS/IPS technologies.

3. AnIDSneeds only to detect threats and as such is placed out-of-band on
the network infrastructure, meaning that it is not in the true real-time
communication path between the sender and receiver of information.

4. IDS solutions will often take advantage of a SPAN (Switched Port
Analyzer) port to analyze a copy of the inline traffic stream

on

The IDS monitors traffic and report its results to an administrator, but
cannot automatically take action to prevent a detected exploit from
taking over the system.

6. Attackers are capable of exploiting vulnerabilities very quickly once
they enter the network, rendering the IDS an inadequate deployment
for prevention device.

Ql_;:iek2.23. Explain the types of intrusion detection system.

Answer
Following are the types of intrusion detection system :
1. Network Intrusion Detection System (NIDS) :

a.  Itisan independent platform that identifies intrusions by examining
network traffic and monitors multiple hosts.

b. Itgains access to network traffic by connecting to a network hub, a
network switch configured for port mirroring, or a network tap.

¢. Ina NIDS, sensors are placed at choke points in the network to
monitor, often in the Demilitarized Zone (DMZ) or at network

borders.
d Sensors capture all network traffic and analyze the content of
individual packets for malicious traffic.

e. An example of a NIDS is Snort.
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2. Host-based Intrusion Detection System (HIDS) :

a. It consists of an agent on a host that identifies intrusions by
analyzing system calls, application logs, file-system modifications
(binaries, password files, capability databases, Access control lists,
etc.) and other host activities and state.

b. In aHIDS, sensors usually consist of a software agent.

c. Intrusion detection systems can also be system-specific using custom
tools and honeypots.

d. Inthe case of physical building security, IDS is defined as an alarm
system designed to detect unauthorized entry. '

e. Anexample of a HIDS is OSSEC (Open source HIDS Security).
3. Perimeter Intrusion Detection System (PIDS) :

a. Detects and pinpoints the location of intrusion attempts on perimeter
fences of critical infrastructures.

b. Using either electronics or more advanced fiber optic cable
technology fitted to the perimeter fence, the PIDS detects
disturbances on the fence, and if an intrusion is detected and deemed
by the system as an intrusion attempt, an alarm is triggered.

4. VMbased Intrusion Detection System (VMIDS) :
It detects intrusions using virtual machine monitoring,

By using this, we can deploy the Intrusion Detection System with
Virtual Machine Monitoring.

¢. Itisthe mostrecent type and it is still under development.
- d Th‘ere is no need for a separate intrusion detection system since by
using this, we can monitor the overall activities.

Discuss the need of intrusion detection system.

1. A net.work intru:sion detection system (NIDS) is crucial for network
security because it enables us to detect and respond to malicious traffic.

2. The primal_'y purpose of an intrusion detection system is to ensure IT
personnel is notified when an attack or network intrusion might be

taking place.

3. A :;ethrk intrusion detection system (NIDS) monitors both inbound
and outbound traffic on the network, as well as dat; i
) at;
systems within the network, Eermg beteen
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4. The network IDS monitor network traffic and triggers alerts when
suspicious activity or known threats are detected, so IT personnel can
examine more closely and take the appropriate steps to block or stop an
attack.

m’ Explain advantages and disadvantages of different types
of IDS.

LT

Advantages of HIDS : ;

1. HIDS can analyze encrypted data and communications activity.
2. HIDS tells us if an attack is successful or no.

3. Easyto deploy because it does require additional hardware.

4. It does not affect the current architecture.

Disadvantages of HIDS :

1. HIDS breakdown if the OS break down by the attack.

2. HIDS are not able to detect network scans or DOS attack.

3. HIDS tend to be resource intensive.

Advantages of NIDS :

1. Operating environment independent, therefore NIDS will not affect
the performances of host.

Disadvantages of NIDS :

1. Does not indicate whether the attack was successful or not.
2. Cannot analyze encrypted traffic.

3. NIDShas very limited visibility inside the host machine
Advantages of VMIDS : ’

1. More flexible

2. More efficient

3. VMIDS take advantage of the strengths of the combined type.
Disadvantages of VMIDS :

1. High overhead load on the monitored system depending on the combined

methodologies.
2. Processor utilization of the hybrid agent is much great.
Advantages of PIDS :

1. More accurate.
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2. It can manage wireless protocol activity.
Disadvantages of PIDS:
1. Sensors have limited computational resource and limited energy.

What are the features of intrusion detection system ?

'Answer .

Features of an intrusion detection system are :
1. It monitors and analyzes the user and system activities.

2. It performs auditing of the system files and other configurations and the
operating system.

It assesses the integrity of system and data files.
It conducts analysis of patterns based on known attacks.
It detects errors in system configuration.

It detects and cautions if the system is in danger.

[ S

‘}Q‘ue 227. | What are the components of IDS ?

{Answer

Components of intrusion detection system are :

Packet
decoder

Internet

A

- =— Logging and|,
|Preprocessots|—>D9te°.t'°n aglg:rtigng -
engine
system
* £ Output alert or
log to a fil
Packet is ~ groate
dropped Ou;plu t Ll
modules
Fig 3]

1. A packet decoder : It takes packets from different networks and

prepares them for preprocessing or any further action. It basically
decodes the coming network packets.
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2.

3.

A preprocessor : It prepares and modifies the data packets and also
performs defragmentation of data packets, decodes the TCP streams.

A detection engine : It performs the packet detection on basis of
Snort rules. If any packet matches the rules, appropriate action is
taken, else it is dropped.

Logging and alerting system : The detected packet is either logged
in system files or incase of threats, the system is alerted.

Output modules : They control the type of output from the logging
and alert system.

©00
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* Questions-Answers
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Que 3.1. | Explain briefly the term access control.

Answer - |

1. Access control is a method of limiting access to a system, physical or
virtual resources.

2. It is a process by which users can access and are granted certain
prerogative to systems, resources or information,

3. Access control is a security technique that has control over who can
view different aspects, what can be viewed and who can use resources
in a computing environment.

4. Itis afundamental concept in security that reduces risk to the business
or organization. '

o

Access control systems perform identification, authentication, and
authorization of users and entities by evaluating required login
credentials that may include passwords, pins, bio-metric scans or other
authentication factors.

o

There is multi-factor authentication which requires two or more
authentication factors which is an important part of the layered defense
to protect access control systems.

Que 3.2. | Describe different models of acces's control.

‘Answer |

Different access control models are :

1. Attribute-based Access Control (ABAC) : In this model, access is
granted or declined by evaluating a set of rules, policies, and relationships
using the attributes of users, systems and environmental conditions.

2. Discretionary Access Control (DAC) : In DAC the owner of data
determines who can access specific resources.

3. History-Based Access Control (HBAC) : In this model, access is
granted or declined by evaluating the history of activities of the inquiring
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Security 5
Computer System -
i1 cludes behaviour, the time between requests and Contey,|
party that inclu
of requests. IBAC) : By using this mqgq
Control ( . e],
‘ Idenﬁl:y.dnmai::stdr:ts:: ::n more effectively manage activity and accesy,
networka

: - dividual requirements. X .
based on individual req trol (MAC) : A control model in which aceeg

5. Mandatory Access COllcentr al authority based on multiple levelg of

. bya 2
:egcgit;xesﬁ:guﬁ:;gn&ranced Linux is implemented using MAC op the

inux operating system. )
gmxjganil;ition-Based Access control (Orl?AC.) : This model allow
the policy designer to define a security policy independently of the
implementation. '

7. Role-Based Access Control (RBAC) : RBAC allows access based op
the job title. RBAC eliminates discretion on a large scale when providing
access to objects. For example, there should not be permissions for
human resources specialist to create network accounts,

8  Rule-Based Access Control (RAC) : RAC method is largely context
based. For example, this woitld be only allowing students to use the labs
during a certain time of day.

3.3. | Discuss implementation of access control,

b, Examples are supervi
F UPervisory structy
mformationclassiﬁcation,tS: uctirre, staff and contractor controls,

2 Physical access contro] ; Aining, auditing, and testing.

a .
:}l)lgﬁlcal access contro) g critical to gn o
o s to tl?e access op restrictjo, .
Property, building o Toom " ota

ples are fences :

T bio-goE gates, nstil i

t i S

Surva? trics (facia] Tecognitj ngerprintay vidon

8uards, motjqop detectors, mantrap
D aregg,

ganizationg security and
Ccess to a place such as

o, fingerprints), video|.
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b. It enforcesrestrictions on applications, protocols, operating systems,
encryptions mechanisms, etc.

c.  Examples are access control lists, intrusion detection systems, and
antivirus software.

u Briefly explain the uses of access control system.

1. Access control system is used to control access into certain areas located
within the interior of buildings.

2. The purpose of an access control system is to provide quick, convenient
access to those persons who are authorized, while at the same time,
restricting access to unauthorized people.

3. Access control is used to minimize the risk of unauthorized access to
physical and logical systems.

4. Access control is a fundamental component of security compliance
programs that ensures security technology.

5. Access control policies are in place to protect confidential information,
such as customer data.

6. Access control systems are complex and can be challenging to manage
in dynamic IT environments that involve on-premises systems and cloud
services.

7. After high-profile breaches, technology vendors have shifted away from
single sign-on systems to unified access management, which offers access
controls for on-premises and cloud environments.

What are the components of access control system ?

Basics components of access control system are :
1. Access cards:
i The access card may be thought of as an electronic key.

i. Theaccess card is used by persons to gain access through the doors
secured by the access tvntrol system.
iii. Each access card is uniquely encoded. Most access cards are

apgroximately the same size as g standard credit card, and can
easily be carried in a wallet or purse.

2. - Card readers :

i Ca.t(‘id readers are the devices used to electronically read the access
card.

ii. Cardreaders may be of the insertion t i ires i i
ype (which re
of the card into the reader). . st
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> unted on the exterior (non-secureg)

3. Access control keypads:

1

V.

4. Electric lock hardware :

i

ly mo
d readers are usual
Sizz of the door that they control.

Access control keypads are
to or in place of card readers.

The access control keypad has numeric keys which look similar :

the keys on a touch-tone telephone. - .
The access control keypad require§ that a person desiring to gaiy
access must enter a correct numeric code.
When access control keypads are used in addition to card reader.s‘
both avalid card and the correct code must presented before entry
is allowed.
Where access control keypads are used in place of card readers|
only a correct code is required to gain entry. [

devices which may be used in additio,w

Electric lock hardware is the equipment that is used to electrically
lock and unlock each door that is controlled by the access control
system.

The specific type and arrangement of hardware to be used on each

door is determined based on the construction conditions at the
door.

In almost all cases, the electric lock hardware is designed to control
entrance into a building or secured space. To comply with buildin
and fire codes, the electriclock hardware never restricts the abilit})
to freely exit the building at any time.

5. Access control field panels :

L Access control field panels (also known as Intelligent Controllers
. areinstalledin each building where access control is to be provided
i Card readers;electric lock hardware, and other access control device!
are all connected to the access control field panels
iii. The access control field panel :
actiityat building Iesel'e S are used to process access contro
iv. The number of acees,
buidig per s Zﬁﬁ) ﬁelc} Panels to be provided in each
e okt pe er of doors to be controlled
s els )
= electrieal, Communicationsa:l‘ss::suany Installeqd in telephone
cces: g ’
] T;c;x:t:ol Server computer ;
€8S control server ¢q i i
- Ks el mputer is the brain of the access contr?
€ access contro] Servi
and file map, - somputer servesast a
for rec 2ger for the ageegg contro] e contral datales

ording syste ot System ang iblé
fr W activity, NSt 18 responsib’
om the aceegq contro] ﬁellllylbzltll::{lgJ Stributing Informatijon to an
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iii, A single access control server computer is used to control a large
number of card-reader controlled doors.

iv. The access control server computer is psually a sta}ndard computer
which runs special access control system application software.

v.. In most cases, the computer is dedicated for full-time use with the
access control system.

| Discuss access control principle and security principle

used for access control.

Access control principles :

1. Principle of least privilege : It states that if nothing has been
specifically configured for an individual or the groups, he/she belongs to,
the user should not be able to access that resource i.e., default no access.

2. Separation of duties : Separating any conflicting areas of responsibility
so as to reduce opportunities for unauthorized or unintentional
modification or misuse of organizational assets and/or information.

3. Need to know : It is based on the concept that individuals should be
given access only to the information that they absolutely require in
order to perform their duties.

Security principles used for access control :

1. Identification : Identification describes a method of ensuring that a
subject is the entity it claims to be. For example, a user name or an
account number.

2. Authentication : Authentication is the method of proving the subjects
identity. For example, password, passphrase, PIN.

3. Authorization : Authorization is the method of controlling the access
of objects by the subject. For example, a user cannot delete a particular
file after logging into the system.

4. Non-repudiation : Non-repudiation is the assurance that someone
cannot deny something. Non-repudiation refers to the ability to ensure
that a party to a contract or a communication cannot deny the authenticity

of their signature on a document or the sending of a message that they
originated.

What are the characteristics and features of Unix ?

haracteristics of Unix :

Memory allocation : It keeps tracks of

part of it is in use or not and by whom, as well as it allocates memory
when a program requests.

c
L

primary memory i.e., which
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8 deallocates if not required. o )

3. Device management:It keeps tracks of all devices it decides for hoy,
much time and to whom should be given the priority.

4 File management : It allocates and deallc?cates the resources, it algy
decides to whom should the resources be given.

5 Security:Bymeansof password and some other techniques, preventing
unauthorized access to program and data.

Features of Unix: - "

1. Portable: Unixcan be installed on many hardware platforms.

2 Multi-user: The Unix users allow multiple users to concurrently share
hardware and software.

3. Multi-tasking: Unix allows a user to run more than one program at a
time. In fact more than one program are running at the background
while user is working on the foreground. )

4 Netv.vorki.ng : While Unix was developed to an interactive, multi_-user;
zlp‘;llg;isgksl;sg t,:l}:tem’ networking is incorporated in the heart of the

% et allomausers o nganizs o i irestory systen

6. Device independence : Uni . e )
fles. The designationn:f; 1 ! ;jutr::;s thut 9utpu_t devices as ordinary
Unix design feature called redilrectiox(l)jLl putis easily controlled through

7.

| 1tis 3
S an open source,
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Processor management : It allocates the CPU for a process o,

Utilities : Unix provides a rich library

user’s productivity. of utilities that can increase

Differentiate between Unix and Windows,

i

Itisacl y
It has very h; o8¢ source.

system, gh security

It has low security system.

It is a comman,

s d basg e .
Operating system, ed | It is a not commangd
The file system 10 oo operating systens 0 P25€d
inh; m 1S arr, N
Inhierarchica] g, anged | The file g tom | _ )
Unix js “iher. parall YStem is arranged in a
WX i8 not ugey friendly el manner,

It is user fr{endl&
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What are the various issues in access control 7

Answer
Issues related to access control are :
1. Appropriate role-based access :

i Users should only be given access to systems that they need to
access, and at a level that’s appropriate to their role.

fi. Good practice is to ensure that access privileges (and changes) are
approved by a sufficiently senior director or manager.

fii. Finally, access privileges should be reviewed regularly and amended
as part of a process of security governance.

2. Poor password management : .

i  Password management is most common mistakes when it comes to
access control.

i,  When there are a lot of different systems that require a password
to access then it is not uncommon for employees and even business
owners to use the same password across the board.

ii. Even when employees are required to change their password
regularly though, there is still the problem of using passwords that
are weak and easy to crack.

iv. Itis logical why people would do this since remembering multiple
passwords can often be impractical.

3. Poor user education :

a.  One of the most important aspects of improving the security of
company data is educating employees about risk.

b. Employees could easily be doing things that are putting our data at
risk.

¢. Human erroris always one of the biggest security risks for company
so we should be aware of this and take steps we can educate our
employees, including risk-training programs.
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Describe browser isolation.

1 Browserisolationisa cyber security model for web broyvsing t.ha.\t canbe
" usedto physically separate an internet user’s browsing activity from
their local machine, network and infrastructure.

9. With thismodel, individual browser sessions are abstracted. away frf)m
) hardware and direct internet access, trapping harmful activity inside

the disposable environment.

3. Browser isolation may also be referred to as remote browser isolation,
web isolation or remote browsing.

4. A major weakness in popular security tools is protection from web or
browser-based attacks, malware and ransomware.

5. By separating browsing activity from endpoint hardware, the device’s
attack surface is reduced, sensitive data is protected and malware or
other known and unknown security threats are minimized.

6. This is an evolution of the cyber security concepts of security through
physical isolation and air-gapping.

Explain working of browser isolation.

Brovw.rser isolat.ion works by providing users with a disposable, non-
persistent environment for browsing. :
2. This can be executed through i
1 an b 2 gh a variety of method i
virtualization, containerization or cloud browsing. atets
3. When a user closes the browsin i :
3 ] g session or t| ion is ti
isolated environment is reset or d.iscardedr SRR out, the
4. Any malicious code or har card
) mful traffic is di ingi
5 ir;m IJ;ever reaching the endpoint device ;f'c::;lvigrf el preventing it
X e browser isolation method t i
twIakeld reats all website,
6 y‘ abelhng them as untrusted or blacklisted ui;lﬁles i COI’ltent cqually
. WIt.hl.n the isolated environment, fi L eesifiod
) i::t.lz_ed without the need o dow;ﬂ;a?t;zl:n be rendered remotely or
. isdifferent from ot )
€T securif
equally and filter content based (t)};ln;::}elgtti.s tll;alfrdo e emation
1althreatening sj
n 4 S.
e Define browser isolation ¢ i
olation vendors 9 echnology. What are browser
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ﬁrowser jsolation technology : Browser isolation technology is a
technology delivered to customers through a cloud browser, a container, a
virtual machine or browser isolation technology hosted on a server.

Following are the browser isolation vendors :
i Apozy

ii. Authentic

iii. Ericom

iv. Menlo security

v. Symantec

vi. WEBGAP

What are the advantages and disadvantages of browser

e
isolation ?

Advantages of browser isolation :

1. The primary benefit to browser isolation is reducing the spread of
malware through web browsers.

9. Tt is more effective than other anti-virus application methods since it
does not need to be programmed to find specific threats or risks.

Disadvantages of browser isolation :

1. The installation of browser isolation can be complex or expensive.

2. Browser isolation may cause users to experience slight delay or lag
times when browsing.

Define web security with its goals.
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ntial data stored online

i nfide
Web security is the process of secuf;ngt(;(;n
from unauthorized access and modi 1.ca .
This is accomplished by enforcing strict policy measures.

1?3 d for any possible vulnerabilities and malware
Wemtzs aze.: cann:,rity software. This software can scan for backdoor
through website sec .
hacks% redirect hacks, Trojans, and many other threats. ~
A website security software notifies the user if the website has any
issue and provides solutions to address them.

It is the cumulative phrase for all of the methods and measure that we
can use and enforce to keep the files behind our website and any data of
our customers safe.

Security should be built into our website from beginning, but certe}in
systems, the likes of WordPress, allow us to easily install security
measures at any time at little or no cost.

The goal of web security is to identify the following :

i  Critical assets of the organization

fi. Genuine users who may access the data

fii. Level of access provided to each user

iv. Various vulnerabilities that may exist in the application

v. Data criticality and risk analysis on data exposure.

vi. Appropriate remediation measures.

Explain threat model]ing. What is its purpose ?

L L.
;I:{]:T'lt Fl;d:gl;:gi‘l: a prgcedure for optimizing network security by
tifyin s and vulnerabilities, and then definin;
v X 3 unter
Ee::iures to prevent, or mitigate the effects of threats to thegsyc;)tem
by :ii cctzonut:x(ts,uac ltlh:sek;t (;z si gixtefntial or actual adverse event that may
e faihare o iy device)o -Service attack) or incidental (such as

an enterprise. » and that can compromise the assets of |

The key to threaf
t modelling j :
should be applied to keeplzirg oo determine where the most effort

tem s

Threat . S ecure,

enterpﬁmOdenmg is an iterative pp
seassets,identlfym‘ ing what s

ach application, identifying |
»and documenting adverse |
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5. Threat modelling is a structured approach to identifying, quantifying,
and addressing threats.

6. It allows system security staff to communicate the potential damage of
security flaws and prioritize remediation efforts.

Purpose of threat modelling :

1. The purpose of threat modelling is to identify, communicate, and
understand threats and mitigation to the organisation’s stakeholder’s as
early as possible.

2. Documentation from this process provides system analyst and defenders
with a complete analysis of probable attacker profile.

Discuss threat modelling methodologies.

Following are the threat modelling methodologies :
1. STRIDE : STRIDE is a methodology that provides a mnemonic for
security threats in six categories :
a. Spoofing : An adversary posing as another user, component, or
other system that has an identity in the system being modelled.
b. Tampering: The modification of data within the system to achieve
_ amalicious goal.
c. Repudiation : The ability of an adversary to deny performing
some malicious activity in absence of sufficient proof.
d. Information disclosure : The exposure of protected data to a
user that is not otherwise allowed access to that data.

e. Denial of service : It is an attack where the attackers attempt to
prevent legitimate users from accessing the service.

!)REAP : DREAD was proposed for threat modelling but due to

inconsistent ratings it was dropped by Microsoft in 2008. It is currently

used'by open stack and many other corporations. It provides a mnemonic
for risk rating security threats using five categories :

a. Damage potential : Ranks the extent of damage that would occur
if vulnerability is exploited. '

Reproducibility : Ranks how easy it is to reproduce attack.

c. Exploitability : Assigns a number to the effort required to launch
the attack.

Affected users : A value characterizing how many people will be
impacted if an exploit become widely available.

e. Discoverability : Measures the likelihood how easy it is to discover
the threat.
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" is (PASTA) i
* fAS:‘he Process for Attack Simulation and Threat Analysis (P. Yis
risk-centric methodology-

The purpose is to provide a dynamic threat identification,
il e p

i i S.
enumeration, and scoring proces . . )
ji. Upon completion of threat model.secmflty, subject matter exper .s
develop a detailed analysis of the identified threats. -
iv. Finally, appropriate security controls can bl.? enumerated. This he}ps
. develo;;er to develop a asset-centric mitigation strategy by analyzing
attacker-centric view of application.
4. Trike: )
The focus is in using threat models as risk management tool.
Threat models are based on requirement model.
iii. The requirements model establishes the stakeholder-defined
acceptable level of risk assigned to each asset class.
‘iv. Analysis of the requirements model yields a threat model from
which threats are identified and assigned risk values.

B

v.  The completed threat model is used to build a risk model on the
basis of asset, roles, actions, and calculated risk exposure.

5. VAST:
i VASTisan acronym for Visual, Agile, and Simple Threat modelling.

ii. This methodology provides actionable outputs for the unique needs
of various stakeholders like application architects and developers,
cyber security personnel etc.

It provides a unique application and infrastructure visualisation
scher'ne sucl} that the creation and use of threat models do not
require specific security subject matter expertise.

6. Attack tree:

i Attack trees are the conce
target, might be attacked.

ii.  These are multi-level
and children nodes,

il Bottom to top, chil

ptual diagram showing how an asset, or

diagram consisting of one root node, leaves

d nodes ar iti :
make the direct parent nodeetcr(:lr:.htmns whichmust be satisfied to

V. Anattack in consider,
ed complet, ;
nod . plete when th g
7 Co ooin‘l,ay be satl.sﬁed only by its direct chil?lrr(:(;)se:: S edatieck
Lo providesembllity Scoring System (CVSS) ; |
a 3
Vulnerability mvgagrto apture the

princi ot
uce a numeris pal characteristics of |

al score depicting its severity-
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i The score can then be translated into a qualitative Izepresentafvsi'on
to help organizations properly assess and prioritize their vulnerability
management processes. :

8. T-MAP:

i. T-MAP is an approach which is used in Commercial Off The Shelf
(COTS) systems to calculate the weights of lattack paths.

ii. This model is developed by using UML class diagrams, access class
diagrams, vulnerability class diagrams, target asset class diagrams
and affected value class diagrams.

Explain tools used for threats modelling.

Tools used for threat modelling :

1.

Microsoft’s threat modelling tool : This tool identifies threats based
on STRIDE threat classification scheme and it is based on Data Flow
Diagram (DFD).

My App security :

a. It offers the first commercially available threat modeling tool i.e.,

Threat Modeler.

b. Ituses VAST threat classification scheme and it is based on Process
Flow Diagram (PFD).

IriuRisk :

a. It offers both a community and a commercial version of the tool.

b.  This toolis primarily used to create and maintain live threat model
through the entire SDLC. )

c. It connects with other several different tools like OWASP ZAP,
BDD-Security etc., to facilitate automation and involves fully
customizable questionnaires and risk pattern libraries.

securiCAD :

a. Itisathreat modelling and risk management tool.

b. Risk are identified and quantified by conducting automated attack
51m.ulAations to current and future IT architectures, and provides
decision support based on the findings.

¢.  SecuriCAD is offered in both commercial and community editions.

SD e'slements by security compass : It is a software security
requirements management platform that includes automated threat
modelling capabilities.

Modelling attack trees : Commercial tools like SecurITree

AttackTree+ and open source tools like ADTool, S
, SeaM
to model attack trees. el ereasd
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7. Tiramisu N
i < ysed for T-MAP appro
o This tool is use ulate a list of all attack paths and produce overall

2 igse::se ?nt:ecrzlmcs of total weight of attack paths.

) ?
How to create 8 threat model ?

reptesentation of

: i ating visual 0
Al threat modelling process start with creanhg s to create visual

application or system being analyzed. There are two way!

representation: . '
a. Visual representation using data flow diagram :

1 The Microsoft methodology, PASTA and Trike each flg\{elop avisual
representation of the application—infrastructure utilizing data flow
diagrams (DFD).

9. DFDs are used to provide a high-level visualization of I_low an
application works within a system to move, store, and manipulate

data. )

3. The concept of trust boundaries was added by security professionals
in an attempt to make them applicable for threat modelling.

4 DFDs are used to identify broad categories usually using STRIDE
threat classification scheme. i

5. The list of threats identifies through such methods is limited and
thus a poor starting point for the modelling. i

6. DFD based approach uses three main steps :

i Viewsystem as an adversary

ii. Characterize the system

iii. Determine the threats

DFD based approach has certain weakness :

i D A

= a:};g c:g:; nof accurately represent design and flow of

They anal; i :

witlf t o tg,;e how data is flowing rather than how user interacts

ii. DFD i
whichb as.ede?;;iat modelling has no standard approach due to
iy people create threat models with different
el put for the same scenario or problem,
. Visual representati :

on usin, .
L Todeal with the g Process flow diagram :

limitati
Flow Diagrams v ations of DFD based threat modelling Process:

ere int
development teams to cr roduced as a tool to allow Agile software

design process, eate threat modelg based on the application
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9. These were designed to illustrate how attacker thinks.

3. Attacker does not analyze data flow. Rather, they try to figure out
how they can move through application which was not supported
in DFD based threat modelling.

4. Their analysis lays emphasis on how to abuse ordinary use cases to
access assets or other targeted goals.

5. Threat models based on PFD view application from the perspective
of user interactions.

6. Following are the steps for PFD based threat modelling :
i.  Designing application’s use cases.

ii. The communication protocols by which individuals move
between use cases are defined.

fii. Including the various technical controls such as aforms, cookies
etc.

7. PFD based threat modelling has following advantages :

i PFD based threat models are easy to understand that do not
require any security expertise. .

fi. Creation of process map-showing how individuals move
through an-application. Thus, it is easy to understand
application from attacker’s point of view.

What is rendering ? Discuss rendering engine. List some

rendering engine in web browser.

iv.

Rendering or image synthesis is the automatic process of generating a
photorealistic or non-photorealistic image from a 2D or 3D model by
means of computer programs. Also, the result of displaying such a model
is called a render.

A 1.‘endering {eng'i.ne is often used interchangeably with browser engines.
It is responsible for the layout of our website on our audience’s screen.

A rendering engine is responsibie for the paint, and animations used on

our website.

It creates the visuals on the screen or brightens the pixels exactly how

th(;y are meant to be to give the feel of the website like how it was made
o0 be.

Steps for what happens when we surf the web :

1. We type an URL into address bar in our preferred browser.

2. The browser parses the URL to find the
t
path. It forms a HTTP request. protocol, host, port, and
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it first needs t0 translate the h%f;ﬁénlread%le}

3. Toreach the host, per, and it does this by doing a ookyp |

host into an IP num™
the host.
4. Thenaso

from the user’s computer to th,
eeds tobe opened t
umbecrki;nthe port specified (most often po.rt 80).

‘;\PT;‘ co;xnection is open, the HTTP request is sent to the hog;
a {
5. Th e;:ost forwards the request to the server software configureq W
6. e

i t.
listen on the specified por' | \
7. The server inspects the request and launches the server ply,

needed to handle the request.
8. The plugin gets access to the full request, and starts to prepare,
HTTP response. }
9. The plugin combines that data with some meta data and sends thy
HTTP response back to the browser.
10. The browser receives the response, and parses the HTML in t
response. A DOM tree is built out of the broken HTML.

11. New requests are made to the server for each new resource thatj
found in the HTML source (typically images, style sheets, anf
JavaScript files). \

- S |
12. Stylesheets are parsed, and the rendering information in each gef
attached to the matching node in the DOM tree.

13. Javascript is parsed and executed, and DOM nodes are moved
style information is updated accordingly.

The browser renders the page on tke screen according to the DO)
tree and the style information for each node.

15. We see the page on the screen.
List of rendering engines produced by major web browser verdors
Blink : It is used in Google Chrome, and Opera browsers.
WebKit : It is used in Safari browsers.
Gecko: It is used in Mozilla Firefox browsers.
Trident: It is used in Internet Explorer browsers
EdgeHTML: It is used in Edge browsers. -

|
|
|
{

14.

Presto: Legacy rendering engine for Opera

3-18 W (CC-Sem-3 &4) Secure Architecture Principles Isolation & Leas

[ PART-4]|

;:Security Interface, Cookies Frames and Frarﬁé Busting, Majqrr

|

. Web Seruer,ThreydtS- e

Questions-Answers

Que 3.21. | Explain security interface framework.

Answer

1. The security interface framework is a set of Objective-C classes tl}at
provide user interface elements for programs that implement security
features such as authorization, access to digital certificates, and access
to items in keychains.

9. User Interface (UI) defines the way humans interact with the information
systems. -

3. User Interface (UI) is a series of pages, screens, buttons, forms and
other visual elements that are used to interact with the device. Every
app and every website has a user interface. :

4. UserInterface (UI) design is the creation of graphics, illustrations, and
use of photographic artwork and typography to enhance the display and
layout of a digital product within its various device views.

‘5. Interface elements consist of input controls (b\llttons, drop-down menus,
data fields), navigational components (search fields, slider, icons, tags),
informational components (progress bars, notifications, message boxes).

Que 3.22. | Describe cookies and frame busting.

Answer

1. A cookie is a text file that a web browser stores on a user’s machine.

2. Cookies are a way for web applications to maintain application state.

3. They are used by websites for authentication, storing website
information/preferences, other browsing information and anything else
that can help the web browser while accessing web servers.

4. HTTP cookies are known by many different names, including browser
cookies, web cookies or HTTP cookies.

5.

f‘rame busting refers to code or annotation provided by a web page
intended to prevent the web page from being loaded in a sub-frame.
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i S : ick-jacking and i |
; ingis the recommended defense agan_lst cl:lccl;‘J :scthegs iy lli |
v bushg% ls ecure image-based authentication |
also required to
4 by Yahoo. . R
sSeal ‘fse ealy displays & user-selected image that authenticate: 00
7. Sign-n S
+n page to the user. ) o .
i:’g’:: putg frame busting, the correct image1s d}splayed to the user, even
> thlou;h the top page is ‘ot the real Yahoo login page-

hniques using drag and drop to

s olick jacking tec .
s in chck]?}:amgs makes frame busting even more

9. New advancement i
extract and inject data into

critical.

| Discuss web server threats in details.

Nia]br web server threats are :
1. Injection flaws:
a. Injection flaws, such as SQL, OS injection occur when untrusted
data is sent to an interpreter as part of a command or query.
b. The attacker’s hostile datacan trick the interpreter into executing
unintended commands or accessing data without proper
authorization.

2 Broken authentication : Application functions related to
authentication and session management are often not implemented
correctly, allowing attackers to compromise passwords, keys, or session
tokens, or to exploit other implementation flaws to assume other users
identities.

3. Sensitive data exposure :

a Many web applications and APIs do not properly protect sensitive
data such as financial, heaithcare.

b. Attaf:kers may stez?l or n.lodify such weakly protected data to conduct
;redlt card fraud, identity theft, or other crimes.

c iti i i
a::lct:;; g:;;aalf:y lt)e cgmtl)rom1sed without extra protection, such

est or in transit, and requires special ions

when exchanged with the browser. ! elal precarias

4 XML external entities :

a.  Manyolder or i
poorly configured XML
entify et y co processors evaluate external
d Extein : e:?es within XML documents.
ities can o di ;
URI handler, intemall)e ﬁl;:es(}llto disclose internal files using the file
code execution, and de ial ares, internal port scanning, remot®
5 nial-of-service attacks,

Broken accesg control ;

& Restrot:
estrictions on what authenticate

often not proper.

Y enforces, d users are allowed to do ar®

e
|

\
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b. Attackers can exploit these flaws to access unauthoriz'ed
functionality and/or data, such as access other users accot.mts, view
sensitive files, modify other users, data, change access rights, etc.

Security misconfiguration :

a. Exploits application stack vulnerabilities such as unpatched software,
zero-day threats, and undeleted default accounts.

b. Also exploits misconfigured HTTP headers and verbose error
messages that contain sensitive information.

Cross-Site Scripting (XSS) :

a. Injects malicious code from a trusted source to execute scripts in
the victim’s browser that can hijack user sessions or redirect the
user to malicious sites. ‘

b. Cross-site scripting is a common vector that inserts malicious code
into a web application found to be vulnerable.

¢. Unlike other web attack types, such as SQL, its objective is not our
web application. Rather, it targets its users, resulting in harm to
our clients and the reputation of our organization.

Reflected XSS:

a.  Reflected XSS use a malicious script to reflect traffic to a visitor’s
browser from web application.

b. Initiated via a link, a request is directed to a vulnerable website.

¢. Webapplication is then manipulated to activate harmful scripts.

Cross-Site Request Forgery (CSRF) :

a. It is also known as XSRF, Sea Surf, or session riding, cross-site
request forgery deceives the user’s browser-logged into our
application-to run an unauthorized action.

b. A CSRF can tran.sﬁ:er funds in an authorized manner and change
passwords, in addition to stealing session cookies and business data.

Man in the Middle Attack (MITM) :

a. A. man in the middle :clttack can occur when a bad actor positions
himself between application and an unsuspecting user.

b.  MITM can be used for eavesdropping or impersonation.

c. Meanwhi}e, accou'nt credenti.als, credit card numbers, and other
personal information can easily be harvested by the attacker.

Phishing attack :

a. Phi.sh.ing can be set up to steal user data, such as credit card and
login information.

b.  The perpetrator, posing as a trustworthy entity, fools their prey

into opening an email, text memo, or instant message.
c.  Then attract to click a link that hides a payload.
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e. Itis also POSSlble for lansomwate to freeze the user s P( or f

sensitive datatobe passed.

S jon (RFD ¢ .
teFie lnld‘;:lclus,ion (RFY) exploits weaknesses 10 those we)
e

ally call external scripts.
an RFI attack uploads malwary

12. Remo!
Remote Fi (
applications that dynamic ;

p. Taking advantage of that function,
" and takes over the system.
deserialization O
e o ften leads to remote code execution.

a. Insecure deserialization 0 : -
b. Evenif deserislization flaws do not resultin remote code executlon\

they can be used to perform attacks., including replay attack
injection attacks, and privilege escalation at’fa.cks.

14. Using components with known vulnerabil.ltles It occurs wbeu
attackers are able to take control of and exploit vul.ngrable libraries
frameworks, and other modules running with full privileges.

15. Insufficient logging and monitoring :

a Insufficient logging and monitoring, allows attackers to attac11
systems, maintain persistence, pivot to more systems, and tamper
extract, or destroy data.

16. Backdoor attack :

a. Being a form of malware, a backdoor circumvents logi

authentication to enter a system.

b. Many organizations offer employees and partners remote access!
application resources, including file servers and databases.

c. This ena?ﬂes bad actors to trigger system commands in th
compromised system and keep their malware updated.

The attacker’s files are usually heavily cloaked, making detecti
problematic,

| PART-5 (
rgery, Cross Site-Sciipting Defenses' '
inst XS8, Finding Vulnerabilities,

Cryds‘;v‘ySité Request Fo
nd. Prote"ctiorg Aga

Secure Development.
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Que 3.24. I Describe cross-site request forgery in details.

1.

]

Cross-site request forgery (CSRF) is an attack that forces an end user to
execute unwanted actions on a web application in which they are
currently authenticated.

CSRF attacks specifically target state-changing requests, not theft of
data, since the attacker has no way to see the response to the forged
request.

With the help of social engineering (such as sending a link via email. or
chat), an attacker may trick the users of aweb application into executing
actions of the attacker’s choosing.

®

Website
visitor

®

A visitor clicks

Perpetrator embeds on the link,
the request into a inadvertently
hyperlink and sends sending the
it to visitors who may request to the
be logged into the site Website validates request website

and transfers funds from

the visitors account to the

perpetrator -

@ Perpetrator Pr— Website

Perpetrator forges a request for
a fund transfer to a website

Fig,3.24
If the victim is a normal user, a successful CSRF attack can force the

user to perform state changing requestslike transferring funds, changing
their email address, and so forth. '

If the victim is an administrative account, CSRF can compromise the
entire web application.

Cross-Site Request Forgery (CSRF) is an attack vector that tricks a web
browser into executing an unwanted action in an application to which a
user is logged in. )

A sizccessful CSRF attack can be devastating for both the business and
user. It can result in damaged client relationships, unauthorized fund

transfers, changed passwords and data theft-including stolen session
cookies.

A.s the unsuspecting user is authenticated by their application at the
time of the attack, it is impossible to distinguish a legitimate request
from a forged one.
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How can we prevent CSRF attack ?

can prevent CSRF attack in two ways :
e

S i ient in te
ide : User side prevention 18 very meﬁic{entonl arsr?s of
ide : n
l?n “?e;' :XPerience prevention can be done by browsing only a singlq
rowsin, g

tab at a time and not using the remember-me functionality.
al

L

2. Onserverside:

a. There are many propose
server side, among which th

d ways to implement CSRF protection oq
e use of CSRF tokens is most popular,

b. ACSRF token is a string that is tied to a user’s session but is not
o submitted automatically.
A website proceeds only when it receives a valid CSRF token along
with the cookies, since there is no way for an attac]§er to know ’a
user specific token, the attacker cannot perform actions on user’s
behalf.

For a CSRF attack to be possible, three key conditions must be followed :
1. Arelevant action : . ~

a.  There is an action within the application that the attacker has a
reason to induce.

b.  This might be a privileged action (such as modifying permissions
for other users) or any action on user-specific data (such as changing
the user’s own password).

2 Cookie-based session handling :

a :;;f:rmjng the action involves issuing one or more HTTP requests,

he application relies solel. i i
y on session cooki i ify the
user who has made the requests, e o identily

There is no other S
© mechanism in . .
validating user reqyests,  in place for tracking sessions or

3 No unpredictable pe,

b.

quest parameters ;

3-24 W (CC-Sem-3 & 4) Secure Architecture Principles Isolation & Leas

| Write short note on cross-site scripting.

1. Cross-site scripting (XSS) is vulnerability in a web application that allows
a third party to execute a script in the user’s browser on behalf of the
web application.

2. Cross-site scripting is one of the most prevalent vulnerabilities present
on the web. ]

3. The exploitation of XSS against a user can lead to various consequences
such as account compromise, account deletion, privilege escalation,
malware infection and many more. .

4. It was called CSS (Cross Site Scripting). The definition changed when
Netscape introduced the Same Origin Policy and cross-site scripting was
restricted from enabling cross-origin response reading.

5. Soon it was recommended to call this vulnerability as XSS to avoid
confusion with Cascading Style Sheets (CSS).

Describe the types of cross-site scripting.

Depending on the context, there are two types of XSS :
1. Reflected XSS:

i, Ifthe input has to be provided each time to execute, such XSS is
called reflected.

ii. These attacks are mostly carried out by delivering a payload directly
to the victim.

® | —

Perp<:>trat<_)r injects the Website For each visit to the
website with a malicious website, the malicious
script that steal each script is activated
visitor's session
cookies
<
Perpetrator Visitor's session cookie W,EI,)Slte
is sent to perpetrator visitor

@ Perpetrator discovers a
website having a
vulnerability that enables

script injection i
[Fig.
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s Security
i~ .+h a request containing the payload ang
N wil

P ipt.

g th.e : ay]oad comes embedded in the response as a scrip
P. i in the sear

i An exam|] le f eflec ed XSS 1S XSS in the

w. of retle t

2. StoredXSS:

2 When the resp!
insuchawa);t e
submission of payload, .

b. Anexample of stored XSS is XSS in the commen

ch field.

payload is stored on the servey

onse containing the ry visit without

. d on eve
script gets execute
hat the therrl’ it is identified as stored XSS.

t thread.

1. Attacker gets malicious da}ta into fthe
database (no social engineering required)

Perpetrator

3.Bad app
retrieves
malicious
data and
- uses it
verbatim

2. Entirely innocent request —

4. Response includes malicious
data as active content

Website Websita

;Qt}é 3.29. | Explain protection methods used for CSRF.

Answer

The protection methods used for CSRF are :
L Anti CSRF Token ;

a.  This .is a cryptographically strong string that is submitted to the
website separately from cookies,

b This can be sent asarequest parameter or as an HTTP header.

¢ The server checks for the presence and correctness of this token

when a request is mage and i i
g -y Proceeds only if the token is correct

2 HITPPUT method ;

2. The PUT methyq ; :

server, od is used to Create instances of 5 resource on the
b Itis similar o P
NP OST exce . :
multiple timeg does not dop:nt;lti}i; :gléiltng the same PUT requests
Ifthe server is usj ra,
i5 00 need for any?dgdftligaxf é‘é""d for sensitive actions then there
Resource Shar, ing is €nabled) g¢ th:: Ziedc::qnt(mﬂess Cross-Origi®
oint,

!

3-26 W (CC-Sem-3 & 4) Secure Architecture Principles Isolation & Leas

d. Itisbecause the PUT request cannot be duplicated through a web

page like POST request (HTTP forms do not allow PUT requests).
3. HTTP bearer authentication :

a. Thisis a type of HI'TP authentication where the user is identified
through a token that is submitted in authorization header of eac
request. ) .

b. This mechanism solves CSRF because unlike cookies it is not

) submitted by the browser automatically. ’

c.  There are problems and potential bypasses to each of these methods.

d.  Anti CSRF tokens donot have a fixed standard so their generation
mechanism and use depends solely on how developers intended it
to be.

e. Due to this lack of a standard, a lot of implementation specific
loopholes exist in web applications.

Explain different ways used to pi'event XSS. _

Different ways used to prevent XSS are :
1. Escaping:
a.  The first method used to prevent XSS vulnerabilities from appearing
in our applications is by escaping user input.

b.  Escaping data means taking the data an application has received
and ensuring it is secure before rendering it for the end user.

¢. By escaping user input, key characters in the data received by a
web page will be prevented from being interpreted in any malicious
way.

d. Inessence, we are censoring the data our web page receives in a
way that will disallow the characters especially <and> characters
from being rendered, which otherwise could cause harm to the
application and/or users.

2. Validating input :

a. Validatinginput is the process of ensuring an application is rendering
the correct data and preventing malicious data from doing harm to
the site, database, and users.

b.  While whitelisting and input validation are more commonly
associated with SQL injection, they can also be used as an additional
method of prevention for XSS.

¢. .Whereas blacklisting, or disallowing certain, predetermined
characters in user input, disallows only known bad characters,
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Computer System Security ] haracters and is a bett ‘ o - -
allows known good ¢ |

then executes the cod i
whitelisting only ting XSS atta cks as well as others. .‘ d ::lri ::owser n executes the code because it came from a trusted
for preven tin ; ’
met}:;Odalti’da‘;ion is especially helpful ?md glz?;tci;i:i?eisgiﬁstﬁn‘ e. Reflected XSS is also referred to as N on-Persistent or Type-II XSS.
Vi
d :-gf;s’ as it preventsa user freol::;‘:dmg i3 9 3. Server-side versus DOM-based vulnerabilities :
fields, instead refus.mg .the.r q t a primary prevention method f,, a. XSS vulnerabili_ties were first foun.d in applications that performed
e. However, input vahdaglcosﬂslz;‘g SQL injection, but instead helps all data processing on the server side.
vulnerabilities such as d an attacker discover such vulnerability“ b.  User input (including an XSS vector) would be sent to the server,
reduce the effects should an ) [ and then sent back to the user as a web page.
3, Sanitizing: [ c¢. Theneed for an improved user experience resulted in popularity of

; ipti is to sanitize oo ¢ !
a Athirdwaytoprevent cross-site scripting attacksis 3 applications that had a majority of the presentation logic working

input. on the client-side that pulled data, on-demand, from the server
b, Sanitizing data is a strong defense, but should not be used alone to using AJAX. ‘
. battle XSS attacks. J d.  Asthe JavaScript code was also processing user input and rendering
Sanitizing user input is especially helpful on sites that allow HTML: it in the web page content, a new sub-class of reflected XSS attacks
¢ markup, to ensure data received can do no harm to users as well started to appear that was called DOM-based cross-site scripting.
our database by scrubbing the data .clean of potentially harmfujl e. InaDOM-based XSS attack, the malicious data does not touch the
markup, changing unacceptable user input to an acceptable format,‘ web server. Rather, it is being reflected by the JavaScript code,
f : fully on the client side.

. | Describe XSS vulnerabilities.

©0®

Following are XSS vulnerabilities :
1. Stored XSS vulnerabilities :
a.  Stored attacks are those where the injected script is permanently

stored on the target servers, such as in a database, in a message1
forum, visitor log, comment field, etec. '

b. tI‘he victim then retrieves the malicious script from the server wheﬂ‘
it requests the stored informatjor;, Stored XSS is also referred to 8
Persistent or Type-1XSS. /

2 Reflected XSS vulnerabilities ;

|

a
giﬂvfﬁg:x:fk:;’}f th‘?se Where the injected script is reflected Oﬁ,
s as1n an error meggs,
other response that includes g e el result, or anl

8erver ag Ppart of the request.. ome or all of the inp ut sent to the
b Reflected g,

. ks are delivered t

81 an e-maqj) OVictims via another route, Suc}‘}

" OF even just bry

S o the vulnery},
€ User’s browser,

Wsing to a malicious sit?)
le weh site, which reflec
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- Public Key Cryptagra’phy,’fR”.gA Pub liq"Key C}yp m,k,: .

o Questions-Ans Wel‘s

: Type Qu\esfionsj :

| Discuss public key cryptography.

1. In public key cryptography, there are two keys : a private key and a
public key.

2. The private key is kept by the receiver. The public key is announced to
the public.

3. InFig. 4.1.1 imagine Aaditya wants to send amessage to Jyoti. Aaditya
uses the public key to encrypt the message. When the message is
received by Jyoti, the private key is used to decrypt the message.

4. In public key encryption/decryption, the public key that is used for
encryption is different from the private key that is used for decryption.

To the public
4, ==§ Jyoti’s public key

T == 9 Tyoti’ .
. | Jyoti’s private key
Aaditya i Jyoti
|
= !
Plaintext *

Ciphertext . ; :
p Decryption]— Plaintext

Fig. 4;1.1.“As‘yfr§xi3e c key cryptography,

| Whatisthe principle of public key cryptography ? Discuss

the applications for pﬁblic key cryptography.

Answer

Principle of public key cryptography :

L The concept of public key cryptography evolved from an attempt to
solve the most difficult problems associated with Symmetric encryption :

L Two communicants already share a key, which has been distributed
to them.
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Computer System Security ) i ] /F\
! istribution center. . | ‘
The use of a key dxsﬂ::suthe very essence of ({ryp_tography Le., the | .
nzlg:ecrecy over the communication. | RSA algori .

e use of public key 1. RSAisapublickey encryption algorithm, named for its inventors (Rivest,

2. The second p‘robllel:r‘:0 n
ability to maintain T
lications for public key cryptography

: | Shamir and Adleman).
A . . tegories : | . . .
cl'l;’ll:tography is classified into three ca i encrypts a message with the | 9 TheRSA algorithm is based on the mathematical part that it is easy to
a Encryption/decryption : The sender ‘ find and multiply large prime numbers together, but it is extremely
i ’ . i tor their product.
recipient’s public key. iqns a message with its private key, | difficult to fac f)r : P
b. Digital signature : The sender le.n algorithm applied to the message | 3. The RSA algorithm is shown as :
Signing is achieved by a crygotg;: 2 fifncfion of the message. | a.  Choose two large prime numbers pandgq.
uelira s Tlos ki di:a coz erate to exchange a session key. Severa] b. Calculate n=p x q. :
c m::;h;:gzi;:: :-ee;ossil:ﬂe, involving the private keys of one or | c.  Select the public key (i.e., the encryption key) e such that it isnot a

both parti [ factor of (p — 1) and (¢ - 1).
oth parties.

. | d.  Select the private key (i.e., the decryption key) d such that the
Difference between symmetric and asymmetric key | following equation is true :

- to ﬁhy ; (dxe)mod(p—l)x(q—1)=1
cryp i | e.  Forencryption, calculate the cipher text C from the plain text M as
E nsy : ' . follows : .

2 o o C= Me
‘S.No,|  Symmetric-key mod n

~ cryptography Send C as the cipher text to the receiver.
e = — — | 8  For decryption, calculate the plaintext C from the cipher text C as
L | It uses a single key for both | Itusestwo different keys—public || follows :
encryption and decryption of key for encryption and private ||
data.

key for decryption.

‘ » M=Clmod n -
) ] | Numerical ;

2. |Both the communicating | Both the communicating parties || 1 Translate the numbers into letters: M=12and E= 4
Parties share the same should have atleast one of the / 92 i (o i
algoritbn! and the key. mat.’ ~d pair of keys. " Pnerypt each Plock M S Gelitfnads)

The processes of encryption / it

The encryption and decryption
Processes are slower as compared
to Symmetric-key cryptography.

and decryption are very fast, 1 C =127 (mod 3)

! =124 x 123 (mod 3)
= (122)2 x 122 x 12 (mod 3) = 0

Key distributj,

n is 5
problem,

Key distribution isnota problem. ForE=4

The size of encryptd text is

= 7

The size of N : C=E7 (mod 3)
Same or legs thay . Nerypted text is more :
text, Lthe origina] than the size of the original text. || = 47 (mod 3)

- | = 4(mod 3)=1
The encrypteq ciphertext is: 0 and 1.
) Explain RSA algorithm. Perform encryption and
using () to 25 for letters Atoz deeryptl on

using RSA algorithm forp = 11, ¢ = 13, e = 7,m=09,
OR

Explain RsA using example.
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i S i oW
; urity { //_\
Computer System Sect Step2:n=pxq=17x11=187

Step 3: Calculate 9(n) = (p—1) (g-1) = 16 x 10 = -
4.4, Page 4-3W, Unit-4. Step4:d=23ande=7

RSA algorithm : Refer @ . Public key is {7, 187)
Numerical : e Private key is {23, 187}
Step1:p=1L, q‘-g_ 11 x13=143 ‘ Encryption : Ciphertext is
Step2:n £p x4~ € = M* mod . = 887 mod 187 = (88* mod 187) (88° mod 187)
Step 3 : Calcula s = (p—D gD : | = [77 x (77 x 77) x 88] mod 187 = 11
-(11-1)(13-1)=10x12=120 | ion : Plai th:'n
ine d such that de = 1 (mod 160) | Decr);ptlon ) a1r;3e Y = (115 18
Step 4 : Determine d § St M =C*mod n = 11%° mod 187 = (115 mod 187) (118 mod 187)
d=e"1mo =[44 x (44 x 44 &
. S porithaire colealita ‘ [ _4>< (44 x 44 x 44) (118 mod 187)] mod 187
Using extended Euclidean alg B = [44* x 22] mod 187 = 88
¥ e oot *
q r, ry l r l 1= \ 12 17 Que 4.7. | What are the advantages and disadvantages of RSA ?
. i 0 _ ki l
< I 0 1 | -17 | 120
1 0 -17 | 120 |
i | Advantages of RSA :
=-17 mod.120 ‘ 1. Convenience : It solves the problem of distributing the key for
d =103 encryption. ’
Public key = {7, 143} ‘ 2., Provides message authentication : Public key encryption allows
Private key = {103, 143) . i the use of digital signatures which enables the recipient of a message to
. . verify that the message is from a particular sender.
Encryption (C) = M (mod 1) ‘ . . . . .
Mes 3. Detection of tampering : The use of digital signatures in public key
= ) | -encryption allows the receiver to detect if the message was altered in
C=9"mod 143 j transit. A digitally signed message cannot be modified without invalidating
= [(9* mod 143) x (92 mod 143) } the signature.
(9" mod 143)] mod 14 4 PI‘O\_'ides non-repudiation : Digitally signing a message is related to
= (126 x 81 x 9) mod 143 [ Physically signing a document. Tt is an acknowledgement of the message
| and thus, the sender cannot deny it.

. = 91854 mod 143 = 48 | Disadvantages of RSA :
Decryption (M) = 13103 mod 143 | L Puplj i
* Fublic keys should/must be authenticated : No one can be

Que46. | Discuss i 1 absolutel ; -son it ifi d
S public key crypto, aph . . ely sure that a public key belongs to the person it specifies and so
with suitable steps. Let p = 17 *VPLography. Explain RSA glgorlthﬂ éveryone must verify that their public keys belong to them.
public key and private key—ané Z: ,e=7 and d = 23, Calculate # 2 Slow: Public key encryption is slow compared to symmetric encryption.
plain text } = g8 by using RSA ajg(:)v:_i:l’:cryptlon and decryptionf | 3 Not feasibie for use in decrypting bulk messages.
i " ‘ | ) :Jses ‘more computer resources : It .requires a lot more computer
Public key e | 4 ubplies compared to single-key encryption.
R;A:.; e)ft‘l:?togmphy ‘Refer Q. 41 Page 4 9w [ | : dWltdeSPPead security compromise is possible : If an attacker
L s » Unit-4. ! ctermines ’s pri i her entire messages can be
Numerical ; Q44 P age 4-3w, Unit.4, read, a person’s private key, his or

Loss of Private key may be irreparable : The loss of a private key

Sltepl:p=17,q=11 1‘
. I Means that 4]] received messages cannot be decrypted.
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Computer System Security .
| 7 s of RSA ? Perform encryptioy

What are the securitie
2 e ) .
and decryption using RSA algorithm forp

o

=17,q=11,e=7,m =8g,

roaches and securities of the RSA algorithm are,

e possible app
1. Bruteforce: .
a Thisinvolves tryin,
b. Thedefense against the brute force approach

Mathematical attacks : .
: a Thereareseveral approaches used for factoring the product of two

primes.

b. The defense ag: ;
performance asa benchmark agains
of RSA.

3. Timing attacks: These depend on the running time of the decryp.tio;]
algorithm. Counter-measures that can be used, includes the following:
a. Constant exponentiation time : Ensure that all exponentiation

take the same amount of time before returning a result. This is:
simple fix but does degrade performance.

b. Random delay : Better performance could be achieved by adding
a random delay to the exponentiation algorithm to confuse the
timing attack.

c. Blinding : Multiply the ciphertext by a random number before
mﬁum exponentiation. This process prevents the attacker from
]::;wutlg what ciphertext bits are be.ing processed inside the

puter and therefore prevents the bit-by-bit analysis essentid
to the timing attack.

Numerical : Refer Q. 4.6, Page 4-5W, Unit-4.

g

gall possible private keys.
isto use alarge key space,

ainst mathematical attacks is to use factoring
t which to evaluate the security

| Write a short note on hybrid cryptosystem.

L Ahybrid crypto: .
System .
types together, 1s a protocol using multiple ciphers of differe?

Inhybrid eryptg |
. S ‘
clp!lté_r, and theny::cl:.;pv:ilgn?nerate arandom secret keyfora symmetric
recipient’s public key skey viaan asymmetric cipher using

iii. The message itself ; .
tself is th, |

the secret €N encrypteq yg;

v, kEY. using the Symmetric Ciph er a_ﬂd‘

d secret
5 €y and the encrypted message are then sepl

4 8W(

CC-Sem-3 &4)

_ BasicCryptography
“The recipient decrypts the secret key first, using hj ~
key, and then uses that key to decrypt the messagg(}:lS/her own private
The steps of hybrid encryption are :

1. Generate a symmetric key. The symmetric key needs t
secret.

9. Encrypt the data using the secret symmetric key.

The person to whom we wish to send a messa, i
; . e
public key and keep the private key a secret. ge will share her

Encrypt the symmetric key using the public kéy of the receiver,
Send the encrypted symmetric key to the receiver.,
Send the encrypted message text.

0 be kept a

I

N o o

The receiver decrypts the encrypted symmetric key using her
private key and gets the symmetric key needed for decryption.

8. The receiver uses the decrypted symmetric key to decrypt the
message, getting the original message.

s s

PART-2

Describe briefly the term digital envelope.

A digital envelope is a secure electronic data container that is used to
Protect a message through encryption and data authentication.

Adigital envelope allows users to encrypt data with the speed of secret
€y encryption and the convenience and security of publickey encryption.

g;"eSt, Shamir and Adleman (RSA) Public-Key Cryptography Standard
KCS) governs the application of cryptography to data for digital
envelopes and digital signatures.

g digital envelope is also known as a digital wrapper.

ollowing methods may be used to create a digital envelope :
ba. Secret key encryption algorithms, for message encryption.

- Public key encryption algorithm from RSA for secret key encryption

With a receiver’s public key.
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System Security
Computer Sy Jope is Pretty Good Privacy (P'GP),.a Populy,
alf:x:z:eofhat provides cryptographlc privacy ang

thentication.

6. Anexample of a digit
data cryptograph.y S0
data communication a¥

Que 4.11. \ Explain the digital signatures.

Answer l

1 4 Digital signature .is
authenticity of digital i

igital si three algorithms :

9. Digital signature uses . ‘
Kg-1 eneration : This algorithm selects a private ke;f umfor.m}}y a

razlogm from a set of possible private keys. Output of this algorithm i

private key and its corresponding public key. ‘

produce signature by using message and privatg

a mathematical scheme used for verifying the
message or documents.

b. Signing algorithm: It
key. .

c. Signature verifying algorithm : For a given message, mgnaturg a}nd
public key, either accepts or rejects the messages claim to authenticity,

3. Fig.4.11.1shows the concept of digital signature.

Public key

Private key

Signature
is VALID or
NOT

Message
(Plaintext)

Digital

Validation
signature | - i

:

A
1
i
I
1
1
1L
1
Sender side * \ Receiver side
Fig. 4.11.1. Digital signature. !

Que 4,12, Explain key generation algorithm,

' signature verification algorithm in digital sign
Answer.
L

|
signing algorith?

ature.

Key generation algorithms ;
2 Digital signatureg :
message wag sent
b, While Performing
should be assureq
can also aef g if hy

digita] transact:
saction,

» Otherwige th > au

€ Was th,

thenticity and integﬂtf
e se ; data can pe altered or some®”
Tder and expect 5 reply. |

{

410 v \v;/

/— 0
2 Signing algorithms :

as1c Lryptography

To create a digital signature, signing algorithms lik .
a. ! v e email ams
cretd'a one-way hash of the electronic data which is to b};rzfggrned

5 The signing algorithm then encrypts the hash value usi; :
key (signature key). ng the private

This encrypted hash along with other information I :

c. e . ation like th

algorithm is the digital signature. ¢ hashing

d.  This digital signature is appended with the data and sent to the
verifier.

e. The reason for encrypting the hash instead of the entire message
or document is that-a hash function converts any arbitrary input
into a much shorter fixed length value.

f.  This saves time as instead of signing a long message a shorter hash
value has to be signed and moreover hashing is much faster than
signing.

Signature verification algorithms :

a. Verifier receives digital signature along with the data.

b. It then uses verification algorithm to process on the digital signature
and the public key (verification key) and generates some value.

c. It also applies the same hash function on the received data and
generates a hash value. Then the hash value and the output of the
verification algorithm are compared. If they both are equal, then
the digital signature is valid else it is invalid.

Que ;4.}3. Describe the steps used in creating digital signature.

The steps followed in creating digital signature are :
L

2.

Message digest is computed by applying hash function on the message
and then message digest is encrypted using private key of sender to
form the digital signature. (digital signature = encryption (private key of
sender, message digest) and message digest = message digest
aDgOﬁthm(message)).

D.igital signature is then transmitted with the message.(message + digital
Signature is transmitted)

Recgiver decrypts the digital signature using the public key of sender.
(This assures authenticity as only sender has his private key so only
sender can encrypt using his private key which can thus be decrypted by
Sender’s public key).

The receiver now has the message digest.

The receiver can compute the message digest from the message (actual
Message is sent with the digital signature).
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digest computed by receiver and the messsf; liii:t (ot
& Thfl messtaige ong gisgital signature) need to be same for ensuring integrity
by decryption

ssage Digest (MD) hash functiop,

Write a short note on Me

. MD ithm i . tographic function that
ine algorithm is a one-way Cryp
bl inibey hashSu;ge o% any length as input and returns as (?utput a fixeq
illccgltmsd!i‘glzsetsvafue to be used for authenticating the original message,
enf

i igi designed for use as a secure
hash function was originally designed for us
z Eyi)tlzgaphic hash algorithm for authenticating digital signatures.

3. MD has been deprecated for uses other than as a npn—cryPtograp}uc
. checksum to verify data integrity and detect unintentional data

corruption. o .
4. MD hashing is no longer considered reliable for use as a c.ryptog'raphlc
checksum because researchers have demonstrated techniques capable

of easily generating MD collisions on commercial off-the-shelf computers,

5. Thegoal of any message digest function is toproduce digests that appear |
to be random. :

To be considered cryptographically secure, the hash function should
meet two requirements :

i Itisimpossible for an attacker to
specific hash value.

i Itisimpossible for an attacker
the same hash value,

generate a message matching a

to create two messages that produce

9 5. | Write the Digital Signature Algorithm (DSA) of Digital |
Signature Standard, What is the implication if same

message) is used to sign two

] K (secret per |
different message using DSA ? ‘

ksA(l)i‘:?vtt)li.déf(DSA) :DSAis an asymmetric encryption J
erentkey.e. one public and one private t0
2 tes a randop .,
2 The sender 0w calcuateg . umber &, which is less than g.
a : ;

"= € mod p) mog

b 5= (K- I(H(m) +
The Values 5,

;I;Jhe Sender gep,

7)) mod q

are the signaty,
Ures of the g
€ Teceiver calgzlthese valy ender,

€8 t0 the pepes
D ates . €ceiver, T, verify the signatur® |

12V (CU-Demre == ] Basic Cryptography
42 = (rw) mod ¢
v = (" y*?) mod p) mod ¢
If v =r, the signature is said to be verified. Otherwise, it is rejecteq.
where, :
p=A prime number of length L, bits
g = A 160-bits prime factor of (p — 1)
g=h?~Y4modp
« = A number less than g.
y=g*mod p. »
H = Message Digest algorithm.
If same secret (21, £2) is used for signing two different messages, it will
generate two different signatures (r1, s1) and (r1, s2) :
1. s1=k1-Yn1k2 + d(rl + r2))
2. $2=k1-W(h2k2 + d(rl + r2))
where A1 = SHA512(m1) and A2 = SHA512(m2)
klsl-Fk1s2 = h1k2 + dr — h2k2 — dr
k1(s1-s2) = k2(h1=h2)

We cannot obtain £1, £2 from this equation and so this scheme is more

secure than original ECDSA (Elliptical Curve Digital Signature

Algorithm) scheme.

5.

What are the properties and requirements for a digital
signature ?

aw

Properties of digital signature :

L Tt must be able to verify the author, the date and time of the signature.
2 Ttmust be able to authenticate the contents of the message at the time
of the signature,
b There must be third (trusted) party who can verify the digital signature
Re t(f resolve disputes between the sender and receiver.
. ql;:‘ements for a digital signature :

© signature must be in the form of a bit pattern and relative to the
. message being signed.

th, ® Signature must contain information that is unique to the sender, so
3 at forgery and denial can be avoided.

m € Process of creating, recognizing and verifying the digital signature
Ust alsg he comparatively easy.
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- ; : igit signatuyy,
A . + be required to forge a 3
4. Ahigh computational effort mus rege mechani

ofa i in sto
6. The copy of adigital signature must be retained in

) al signatures ?
‘Qk\ 3

Answer
Variants of digital signature are :

1. Timestamped signature : ' .
a. Timestamped digital signatures include a timestamp value in orde,

e 4.17. | Explain the variants of digit

to prevent replay attack. '
b. Inareplayattack, the documents can be replayed by a third party,

2. Blind signature :

a. Blind signature is used when the sender does not want to reveg
the contents of the message to the signer and just wishes to get the
message signed by the signer.

b.  Blind signatures are used in situations where the signer message
authors are completely different parties.

¢.  Blind signatures scheme can be implemented by using anumber of
public-key digital signature schemes such as RSA and DSS.
3. Undeniable digital signature :
a  This schemeisanon self-authenticating signature scheme in which

no signatures can be verified without the signer’s cooperation and!

notification.
b.  This scheme has three components :
L  Signing algorithm : This éllows the signer to signa message.

il Yeriﬁcatf'ox.l (pr confirmation) Protocol : This allows the
Signer to limit the users whe can verify his or her signature.

signature ig j i it i
gnature is inyaljq when it ig valid and vice-versa

| What jg hash function 9

Discuss SgA: . 1!
°PS, round funtjop, and blo HA‘512 with a

ck diagram,

aph
and Teturpg £ h.fu-n(:tion isa tr |
ring, whi ﬁr.’sformatwn that takes an inp?

1.s called the hash valuye.

he signer from proving that 2,

L14W (CC-Sem-5 & 4) Basic Cryptography
where M is the variable length message and H(M) i the fixed length

hash value.

The hash value is appended to the message at the Source at 3 t;
ime

3. when message is assumed or known to be correct,
4 The receiver authenticates the message by Tecomputing the hash valu

‘ ! e.
5. Theideal hash function has three majn Properties :

a. Itisextremely easy to calculate 5 hash for any given datg
b. Itisextremely difficult to calculate 5 text that hag given hash

c. It is extremely unlikely that two different messa
close, will have the same hash. B2, howeyér

Working of Secure Hash Algorithm (SHA) : The algorithm takes as
input a message with maximum length of Jess than 2128 bits anq produces as
output a 512-bit message digest. The input is processed in 1024-bit blocks,
The processing consists of following steps :

Step 1: Padding : The first step in SHA is to add padding to the end of the

original message in such a way that the length of the message is 64-bits short

of a multiple of 512. )

Step2: {\ppend length : The length of the message excluding the length of

the padding is calculated and appended to the end of the padding as a 64-bit

block.

S.te.p 3 Divide the input into 512-bit blocks : The input message is

divided into blocks, each of length 512-bits. These blocks become the input to

the message digest processing logic. '

Step 4 : 'Il}it.ialize chaining variables : Five chaining variables A through

11'7 are_ Initialized. In SHA, we want to produce a message digest of length
60-bits, Therefore, we need to have five chaining variables.

Step 5: Process blocks : Main algorithm is executed in process block.

Roung Functions ; .

L The round function computes a new value for variable A and shifts all
Working variable once per round. .
% The computation for variable A is a five operand addition modulo 2%
Where the operands depend on all input words, the round-dependent
B Const.ant K, and the current message word W,.
1 ock diagram of SHA-512:
" The core i composed of two main units, the SHA1 Engine and the
Padding ypit, :
2 o .
Elhe SHA1 Engine applies the SHA1 loops on a single 512-'blt message
ock, while the padding unit splits the input message into 512-bit

ocks ang performs the message padding on the last block of the
mESsage'
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B in 82 clock cycles
- of one 512-bit block is perforI}ll'leiiil muf b SI§A1 c:;;d
3 e B achicved is 6.4 Mbps / MHz on the inp :
the bit-rate ac -
I)ength n 0w
t 1 @ -
. Counte % % é
] .
g »| SHA1 R9und é’ 2 | 2
B Operations o o 2
F - E ] A
& Paddin, é =
= Unit
Input ~ SHA1Engine

SN

: | What are the characteristics of SHA function ?

A : e

Characteristics (requirements) of secure hash function :

1. The hash function should be applicable on a block of data of any size.

2. The output produced by the hash function should always be of fixed
length.

3. Foranygiven message or block of data, it should be easier to generate
the hash code, o genera
4. Given a hash code, it should be nearly im

s possible to determine the
corresponding message or block of datg.

5. g;v;;;xlztx;xszieage or block of data, it should not be computationally
S Tmine another message or block of data generating the
g € as that of the given message or block of data
. No two messages or blocks of data, evi )

ly to have the same hagh co,de.

the key digtpin e ; )
ervers, & distribution of Public keys is done

eates 5 key-pa;
as the Rublic-ke i ey keep one key private and the

Y 18
Yone to sanq 14 uselr)loadg‘t’i to a seryer where it can be
ate, encrypteq
, message.

PETA e . T Uryptography
ased for the distribution of publjc ki

€YS are as fo]] gy .
Schemf]ic announcement : e
Pu The main focus of pul?lic key encryption is that the Public k
a. should be public; that is, a USer can send his or he, public ke ‘téy
any other user of broadcast it to a large Community, Yo
p The main problem is that of forgery. That is, anyone cay, forge the

key while it is being transmitted.

5 Public directory:

a.

d

Public directory is a dynamic directory the name any
entry for each user is maintained and distributeq by
authority. .

This approach assumes that the public key of the authority is
known to everyone, however the corresponding private key is
known only to the authority. )

Each user has to register his or her public key with the directory
authority.

The user can replace its existing key with a new one as per his or
her choice.

d public key
Some trusted

3. Public key authority :

a.

b.

In public directory scheme, if the private key of the authority is
stolen, then it may result in loss of data.

Thus, to achieve stronger security for public key distribution, a
tighter control needs to be provided over the distribution of public
keys from the directory.

It this case, a central authority maintains the dynamic directory 91"
the public keys of all the users. The user knows only thf: public
key of the authority, while the corresponding private key is secret
to the authority.

X.509 certificates in cryptography ?

| Discuss X.509 certificates in detail. What is the role of

In CTYDtOgraphy, X.509 is an ITU-T standard for a Public Key:

vt nt
Infrastructure (PKI) for single sign-on and Privilege Manageme

rast;
Structure (PMI). certificate

509 *Pecifies, standard formats for public key ceri;if'ical:es},1 o dation

:TvocatiOn lists, attribute certificates and a certification pat

Borithy,

s ation services
y5t[})19 defines 5 framework for the provision of authentication
e

-500 directory to its user.

Scanned by CamScanner




- a

urity

Computer System Sec .

d pased on the use of public key cry ptography ang
s

4 X.509 certificate i
digital signatures.
5. The standardetX)
ends . . b+ and SET.

r;(;(z)rglc]:rtiﬁcates format is used in S/MIME, IP security

6. ; : )
Role of X.509 certificates In cryptographi .
1. To verify that a public key beloxllg to the user,
. identify contained within the certificate.

alidate the identity of encrypted data.

t dictate the use of a specific algorithm p,,
s no

computer or Servieg

2. Tov
Que 4.22. \Discuss X.509 digital certificate format.

‘Answer ‘

F;bmat of X.509 certificate : o
The general format of 2 X.509 digital certificate is shown in Fig. 4.22.1,
N Y
Version
Certificate serial
number A
i §
Sigature [| | Agorithm ___ |2
algorithm } === P2 cters NE
identifier .
=3
Issuer name qﬁ‘}
[
Period of g
Validity g
>
Subject's
public key
information
Su.bject Unique
identifier J’
Extensiop, .
0
i | & #
Signature {|~ - - Agorithmg S
-__P_aLaLngt&s—-___ g
e
®

-3&4) ’ ‘
418 w (CC-Sem Basic cryptography

Version : Differentiates among successive ve
at; the default is version 1. Ifthe Issuer Unique Idept; ;
i entifier are present, then the valye entifier or Subject

i d must be :
Unique Iden! : version 2,
more extensions are present, the version must he version 3§ Ifone or

Serial number : It i.s a uniqu_e integer value w

2 © ortification Authority) that is unambiguously

certificate.

Signature algorithm identifier : This algorithm i

certificates together with any associated parameters,

4 Issuer name : X.500 name of the CA that created and signed the
certificate. . i

5. Period of validity : Consist of two dates : the first and last on which the
certificate is valid.

6. Subject name : The name of the user to whom this certificate refers.
This certificate certifies the public key of the subject who holds the
corresponding private key.

7. Subject’s public key information : The public key of the subject, plus
an identifier of the algorithm for which this key is to be used, together

- with any associated parameters.

i :
: 10DS of the certificate

ithin_ the issuing CA
associated with this

S used to sign the

8. Issuerunique identifier : An optional bit string field used to identify
uniquely the issuing CA. :

9. Subject unique identifier : An optional bit string field used to identify
uniquely the subject in the event that X.500 name has been reused for
different entities.

10. Extensions : A set of one or more extension fields. Extensions were
added in version 3.

1L, Signature : Cover all other fields of the certificate. It contains the hash
code of the other fields encrypted with the CA’s private key. This field
includes the signature algorithm identifier.

Que 4.23. | What do you mean by PGP ? Discuss its application.

Answer
PGP,
L pgp (Pretty Good Privacy) is an encryption algorithm that provides
, cr}'ptographic privacy and authentication for data commumcahor.l.

© PGP ugeg a combination of public-key and conventioral encryglt:s)n to
3 Provide security services for electronic mail message and data d

P . ages and data
GP provides five services related to the format of mes.s1 ci - eatibility

es - o e :on. e-mai
5! authentication, confidentiality, compression, &

a ¢ A
n Segmentation.

’
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Application of PGP: .

1. PGP provides secure encryption of documents and data ﬁles that evey
advanced super computers are not able to crack.
For authentication, PGP employs the RSA public—ke‘y fencr)fptlon schem,
and the MD5, a one-way hash function to form 2 d%g'ltal Slgna.ture thay
assures the receiver that an incoming messages 18 authentic (that j
comes from the alleged send and that it has not been altered).

Que 4.24. | Discuss the steps that are followed for the transmissiop

and ;‘eception of PGP messages.

Rnawer_ |
The PGP messages are transmitted from the sender to receiver using
following steps :

1. If signature is required, the hash code of the uncompressed plaintex
message is created and encrypted using the sender’s private key.

The plaintext message and the signature are compressed using the ZIP
compression algorithm.

The compressed plaintext message and compressed signature are
encrypted with a randomly generated session key to provide
confidentiality. The session key is then encrypted with the recipient’s
public key and is added to the beginning of the message.

4. The entire block is converted to radix-64 format.
On receiving the PGP message, the receiver follows the following steps :
1. The entire block is first converted back to binary format.

9. The recipient recovers the session key using his or her private key, and
then decrypts the message with the session key. :

The decrypted message is then decompressed.

Ift'.he message is signed, the receiver needs to verify the signature. For
this, he or she computes a new hash code and compares it with the

received hash code. If they match, the m i ; ise, |
i ; s essage is accepted; otherwise, i

PART-3

Real World Protocols, B

420

w (Cc.sem-3 &4) Bas

Que 4.25. Explain real world protocols,

FgllDWi ng are the real world protocols :

1.

SSL architecture :

i The Secl_)re Socket Layer (SSL) protocol
information between a web browser and a
manner. .

provides exchange of
web server in a secure

Its main aim is to provide entity authentication, m i :
and confidentiality. » essage integrity
SSLis an additional layer located between the applicati

pplication layer and
the transport layer of the TCP/IP protocol suite. All the majy:r web
browsers support SSL.

S/MIME :

i  Asecure version of MIME, S'MIME (Secure/Multipurpose Internet
Mail Extensions), is used to support encryption of email messages.
It is based on the MIME standard and provides the security services
for electronic messaging applications : authentication, message
integrity and data security.

S/MIME uses public key cryptography to sign and encrypt e-mail.
Every participant has two keys:
a. A private key, which is kept secret.
b. A public key, which is available to everyone.
The following steps are taken in order to create a signed message :
a. The user writes the message as clear-text.
b. The message digest is being calculated using SHA-Lor MD5.
c. The message digest is being encrypted using the signer’s private
key (DSS or RSA).
PGP : Refer Q. 4.23, Page 4-18W, Unit-4.
SET:

i Secure Electronic Transaction (SET) i
securing credit card transactions over insecure
internet

. i tocols
SET s not a payment system but rather aset of S‘Zi‘illﬁ;z,r:i?t o
and formats that enables users to employ th]:‘ @ ma secure fashion.
payment infrastructure on an open networ ::1‘ tensions.
SET is based on X.509 certificates with sever C b as digial
SET makes use of cryptographic tec}m;l(}z;sparties to identify
certificates and public key cryplograpy u"nformati on securely:
themselves to each other and exchange

s a standard protqcol for
networks, i€ the
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: chants to :
v. SETusesablinding algorithm that letSb Ie“:r Substltutea
certificate for auser’s credit card num o dit
vi This allows traders to credit funds from client’s credit cards Withey
the need of the credit card numbers. . e .
tocol is to establish paym
i, The purpose of the SET protoco’, ent
" transl:actign& It provides conﬁdentxa.llty of payment _and ordery,
information, and ensures the integrity of all transmitted data,

viii. SET createsa protocol that nei_ther depends on transport security
mechanisms nor prevents their use.

ix. It facilitates and encourages interoperatability among softway,
and network providers.

5. IPSec:

i IP Security (IPSec) is 2 collection of protocols designed by the
Internet Engineering Task Force (IETF) to provide security for,
packet at the network layer.

IPSec is a capability that can be added to either version of the

Internet Protocol (IPv4 or IPv6), by means of additional headers,

1PSec encompasses three functional areas : authentication,

confidentiality, and key management.

a  The authentication mechanism assures that a received packel
was transmitted by the party identified as the source in the
packet header. :

The confidentiality facility enables communicating nodest
encrypt messages to prevent eavesdropping by third party.

The key management facility is concerned with the secure
exchange of keys.
IPSec has two modes of operation :

a. Transport mode : It is the default mode of IPSec which
provide end-to-end security. It can secure communication
between a client and a server.

';‘L:nnel mode : Tunnel mode is used between two router
I:!izveenda host. a_nd arouter, or between a router and a host:
. used when either the sender or the receiver is not a host
ec uses t
Wo protocols for message security :

a. Authenticati
uthentication Header (AH) : It covers the packet format

and general i
authentication - T ated to the use of AH for pack®

Enca % .

Packel;sf:::;?g Security Payload (ESP) : It covers ¥*

ESP for Packeti‘:‘d general issues related to the use ©
Cryption and, optionally, authenticatio®™

y2ve

- Stream Cipher : Processes the on

c.em3&4) Basic Cryptography

the basic terminology used in cryptography.

ic te,-minolugy used in cryptography :
xt : Plaintext is areadable, plain message that anyone can read.

Cipher text : The transformed message or coded message

. An algorithm for transforming an intelligible message into one

Cipher: An 2807 o e
thatis umintelligible by transposition and/or substitution methods.

Key : Some criti.cal information used by the cipher, known only to the
sender and receiver

Encoding/Encryption : The process of converting plaintext to cipher
text using a cipher and a key.

Decodinngecryption : The process of converting cipher text back
into plaintext using a cipher and a key.

Cryptanalysis (code breaking) : The study of prir‘xciples ax}d mefch'ods
of transforming an unintelligible message back into an intelligible
message without knowledge of the key.

Cryptology : The combination of cryptography and cryptanalysis.

Code : An algorithm for transforming an intelligible message into an
unintelligible one using a code-book.

. Symmetric algorithms use the same key for encryption and decryption.

These algorithms require that both the sender and receiver agree ona
key before they can exchange messages securely.

Public key algorithms: It also known as asymmetric algonthms ;:s "
two different keys (a key pair) for encryption and‘de'cryphon- The eﬁ’s
in a key pair are mathematically related, but it is chputatlor;;:\l eﬁ .
infeasible to deduce one key from the other: These algonthms. ar::i one
“public-key” because the encryption key can be made public. A o? the
can use the public key to encrypt message, but only the owne
corresponding private key can decrypt it.

. Substitution : Replacing one entity with other.
. Transposition : Shuffling the entities.
- Block cipher : Processes the input one block element

and produce 0né

put block.
uts one
e input element and outp!

clement at a time.

the fanctionality of SMIME:
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e basic functionalities of SSMIME are: '
Enveloped data: S/MIME supports enveloped data, which consistg o
taining any type of contents in encrypted form and tp,

the message con cont )
encryption key encrypted with receiver s public key.

9. Signeddata:This consists of the message digest encrypted using th,
sender's private key. This signed message can only be viewed by th,
receivers who have S/MIME capability.

3. Clear-signed data: This functionality is similar to the signed data tha;
allows the receivers to view the contents of the message even if they d,
not have S/MIME capability. However, they cannot verify the signature,

4, Signedand enveloped data:In this, S/MIME allows nesting of signed-
only and encrypted-only entities, so that the encrypted data can be

signed, and signed or clear-signed data can be encrypted.

Th
1

rLong Answer Type an

Que 4.28. | What is email security ?

Ansx_wer : ‘

1 Emai i
a;n :l 1 security refers to the collective measures used to secure the
cess and content of an email account or service
2. It allows an individ ’
ual or organizati
one or more email addressesg/accou‘;:‘?sn oEesieckths pverall 50 ;
3. Email securityi .
yis aterm th: i
i et at encompasses multiple techniques used ¥
4. Ttalsoimy
plements firewall and
0 S0 -] i icati
;o restm.ct unsolicited, untrustvi;tovftill;e besedspam Mhertoe apphcatwns
rom delivery to a user’s inboyx v esimalicivts Emil messages
5. S ’
tSL, TLS refers to the standard : ;
6. Tansmission. protocol used to secure €™

Transport La
yer Securi
communication chann:;ll:;:y (TLS) provides a way to encryP? 8
Ween two computers over the internet:

Senl-?’ &4 Basic Cryptography

4/24‘”(00

What is a2 email certificate ?
Tq 9

(S/MIME certificates), are digital certificates that can
4 encrypt email messages. :

email using an email certificate, only the person
decrypt and read the email. The recipient can also
1 has not been changed in any way.

ail certificates
L E:l ased to sign &7
When We ent‘ll'}’Pt an
2 jpatwe sentit £ can
pe sure that the emal . . .
, Ane mail certificate s a digital ﬁle. thz%t is installed to our email application
" io enable secure email communication.
These certificates are known by many names email security certificates,
email encryption certificates, SMIME certificates, etc. S/MIME, Stands
for Secure/Multipurpose Internet Mail Extension, is a certificate that
allows users to digitally sign their email communications as well as
encrypt the content and attachments included in them.
5.~ Notonly does this authenticate the identity of the sender to the recipient,
but it also protects the integrity of the email data before itis transmitted
across the internet.
6. AnS/MIME email certificate allows we to:
a. Encrypt our emails so that only our intended recipient can access
the content of the message.
b. Digitally sign our emails so the recipient can verify that the email
was, in fact, sent by you and not a phisher posing as you.

30. | What is Transport Layer Security (TLS) ?

'ferém sport Layer Security (TLS)isa protocol that provides gommu.xﬁcatioﬁ

Oth‘-lnty between client/server applications that communicate with €8¢

¥ er over the Internet.

eil‘:,ables privacy, integrity and protection for the data thatis transmitted

- TLS cen different nodes on the Internet.

4, is a successor to the Secure Socket Layer (sSL) protocol-
ovides authentication,

ﬁ\‘anspol-t I
ayer Securi i that pr
UI'lty (TLS) 1S aprotocol 3 ter

DPrivae: .
acy, and data i i communic
applications, a integrity between two

tis rs
a nethr applications that require data to be securely excsfers VPN
Olnect; ™k, such as web browsing sessions = tra.r& IP).
s is ions, remote desktop sessions, and Voice over 0unicatn’ons
se c‘-llvita Cryptographic protocol that provides e;?d.to-end w;l:unicatio .
an 01).1}" over networks and is widely used for internet c0
‘he transactions.
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7. TLS primarily enables secure Web browsigg, a.pplications access, daty
transfer and most Internet-based communication.

8. Itpreventsthe transmitted/transported data from being eavesdroppeg
or tampered.

9. TLS is used to secure Web browsers, Web servers, VPNs, databag,
servers and more. )

10. TLS protocol consists of :

a. TLS handshake protocol : It enables the client and server t,
authenticate each other and select an encryption algorithm prior to
sending the data.

b. TLS record protocol : It works on top of the standard TCP protoc ‘

to ensure that the created connection is secure and reliable. It alsy
provides data encapsulation and data encryption services.

;Q'ue‘l.s . | What are the components of TLS ? Explain the working
of TLS.

1. TLSisused on top of a transport layer security protocol like TCP.
2. There are three main components to TLS :

a. Encryption:Ithides the data being transferred from third parties.

b. Authentication : It ensures that the parties exchanging

information are who they claim to be.

c. Integrity: It verifies that the data has not been forged or tampered |

with.

Working of TLS :
1L ATLS tion is initi .

ha.udshi?eamn 1s initiated using a sequence known as the TLS |
2. The'TLS hand . . ) ,

session. andshake establishes a cipher suite for each communicatio?
3. Theci ite i .

sharilglt:flzls';:gt:lsliie?fdgon.t hms that specifies details such as which

session Y8, or session keys, will be used for that particul®’
4. TLSisable to set the .

matching i
known as public key cryptogr:;}s;l.on keys over an unencrypted chann®

5. The handshake also h
andl icati i
the sorver s v es authentlcatlon, which usually consists ?i

keys. identity to the client, Thjg is done using publi®

paw (CCSem3ED

Bas:
4 ?sm Cl’yptography
are encryption keys that use one

plic keys -Way encrypt; §
1;P}‘llat snyone can u{xs.cramble data encrypted with, t}zi::;tf i
ensure its authenticity, but only the original sender can en, teg' to
oith the private key. i

: ted and authenticated, it is thep s i
ce datais encryp » 1t1s then signed with ssage
gttllthentication code (MAC). e

The recipient can then verify the MAC to ensure the integrity of the
data.

| Explain internet protocol security (IPSec) in detail,

i

{?,efer Q. 4.25, Page 4-20W, Unit-4.

Write a short note on the applications of IP security.

Applications of IP security :

1 Secure remote Internet access : Using IPSec, we can make a local
call to our Internet Service Provider (ISP) so as to connect to our
organization’s network in a secure manner from our home or hotel.

2. Secure branch office connectivity : Rather than subscribing to an
expensive borrow line for connecting its branches across cities/countries
an organization can set up an IPSec-enabled network to securely connect
allits branches over the Internet.

3. Set up communication with other organizations : IPSec allows
connectivity between various branches of an organizatio.n, and it can
?JSO be used to connect the networks of different organizations together
In a secure and inexpensive fashion.

L34, | What are the advantages of IPSec ?

L IPSecis transparent to the end users. Thereisno need for user training:
. €Y revocation. he only
. . the o
lmtlen IPSec is configured to work with 8 firewall, it becomes
ntry-exit poi ing it extra secure-
3, xit point for all traffic making it ex peeded to the

uIPSec Works at the network layer. Hence, no changes .
PPerlayers .e., application and transport.
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.. : all or a router, all the Oltg:
IPSec is implemented in a firew b -

4. Zvn}tlieil:lcoming traffic gets protected. However, the internal trafy;, N doeg
not have to use IPSec. Thus, it does not add any overheads for ey
internal traffic.

5. IPSec can allow traveling staff to have secure access to the COrporag,
network.

6. IPSec allows interconnectivity between branches/offices in 4

Very
inexpensive manner.

What are the uses of IP security ?

IPsec can be used :

1. Toencrypt application layer data.

2. To provide security for routers sending routing data across the public

internet.

3. Toprovide authentication without encryption, like to authenticate that
the data originates from a known sender.

4. To protect network data by setting up circuits using IPsec tunneling in
which all data is being sent between the two endpoints is encrypted, as
with a Virtual Private Network (VPN) connection.

.36.i Discuss components of IP Security.

Components of IP security :

1 Encapgulating Sgcux"ity Payload (ESP) ; It provides data integrity,
encryption, authentication and antireplay. It also provides authentication

for payload.

Authentication Header AH:

>
a.  Italso Provides data u1teg1 ity, authentlcatwn and anti-r ePIa) 4

b. The agtijrepﬂay Protection Protects
transmission of Packets, Tt does not Prote

3. Internet Key Exchange (IKE) ;
* ﬁgﬁxﬁﬁﬁﬁﬂmmhmeMmmmw&mme
between two devices, - "% OVer Security Association (SA)

against unauthorized
ct data’s confidentiality.

8 |
e |

Basic Cryptogmphy

wccsem3&D
428 ity Aso ciation (SA) establishes shared security attributes
b, The Szcn two network entities to support secure communication,
: e
betwKey Management Protocol (ISAKMP) and Internet Security
The

jation which provides a framework for authentication ang
Assocl

key exchange. .
tells how the set up of the Security Associations (SAs) and
i IsAIil}’fEct connections between two hosts that are using IPsec,
W

ho t Key Exchange (IKE) provides message content protection
Int:;?; an open frame for implementing standard algorithms such
an
as SHA and MD5.

. 1.37. | Explain the working of IP Security.

Working of IP security :

1

The host checks if the packet should be transmitted using IPsec or fm't.
These packet traffic triggers the security policy for themselves. Th.ls t1s
done when the system sending the packet apply an approprlﬁ e
encryption. The incoming packets are also checked by the host that they
are encrypted properly or not.

Then the IKE Phase I starts in which the two hosts (using IPsl;ec)
authenticate themselves to each other to start a secure chan.nel. I; : }t:s
two modes. The main mode which provides the grea.ter security an 'i
aggressive mode which enables the host to establish an IPsec circui
more quickly. '
The channel created in the last step is then used to securely negotiate
the way the IP circuit will encrypt data across the IP circuit.

Now, the IKE Phase 2 is conducted over the se'cu.re Ch_amh]::sl tl:::euzl;

the two hosts negotiate the type of cryptographic a}go?tbe used with
© session and agreeing on secret keying material to

those algorithms,

encrypted
Then the data is exchanged across the newly created IPsec i

ts using
tunne]. These packets are encrypted and decrypted by the hos
Psec 5As,

ted or the session
ding the keys by

V,Vhen the communication between the hosts s c°$spc1§r
® out then the IPsec tunnel is terminated by
the hosts,

time,
oth
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I Datai ntegrity : This assures the data recipient that the data has
| c ot been changed in transit.
\

Explain the DNS security threats.

; mmon DNS security threats are :
| 0

( . Distributed Denial of service (DDoS) :
. : ' Is an helmi
1. Domain Name Server is a prominent building block ofthe Internet, It is a The attzckertﬁg;lz;f;;s) in z:g:toe:m;?agd an;;:u.nt oaf;;ogl Plers
developed as asystem to convert alphabetical names into IP addresseg (1? uI.ldfe s or . P maiwers ood the
allowing users to access websites and exchange emals, ' victim’s computer with unnecessary and overloading traffi.
2. DNS is organized into a tree-like infrastructure where the first level b. Eventually, unab_le to harneas the power necessary to handle the
contains topmost domains, such as .com and .org. : intensive processing, the systems will overload and crash.
3. The second level nodes contain general, traditional domain names, 2. DNS spoofing (also known as DNS cache poisoning) :
4. The leafnodes on this tree are known as hosts. a.  Attacker will drive the traffic away from real DNS servers and
5. DNSworks similarto adat abase which is accessed by miltions of computer redirect them to a pirate server, unbeknownst to the users.
systems in trying to identify which address is most likely to solve a user’s b.  This may cause in the corruption/theft of a user’s personal data.
juery.
5 ;lnDr;S i I 3. Fast flux :
e attacks, hackers wil] t; € ; . . . . X .
R arget the servers which contain the domain a. Fast flux is a technique to constantly change location-based data in
. der to hide where exactly the attack is coming from.
7. Inother cases, these attackers wi i { o Y
es, will try to dete vulnerabilities with o A ;
the system itself and explojt ¢ o o determine vulnerabilities within i b This will mask the attacker’s real location, giving him the time
p. hem for their own benefits
T . needed to exploit the attack.
Que 439, . . . .
58529, | How DNs Security works ? l ¢ Flux can be single or double or of any other variant. A single flux
| changes address of the web server while double flux changes both
” . the address of web server and names of DNS serves.
L The DNS turns doma; |  Reflecteq attacks :
Al names, or websit, into | :
(619 Site names, int, tocol . . . : i
, Th: addresses, . Into internet proto ! a Attadc(lii:rs will send thousands of queries while spoofing their own
8 Se are unique identifiers th, | address and using the victim’s source address.
access the information gyt ¢ N6IP Computers around the world ) .
3. DNS securit °r;n ln uickly : | \‘:‘i’}?n th.ese queries are answered, they will all be redirected to the
4. Theses 'y addsaset of extensjong for increased Protection, | 5. Ref, o bimself
e o ‘?C‘.‘m}’ extensions inclyde - . yl cctive amplification DoS:
TIgIn authentjcation a . ; . than the query
e f DNS . ‘ . €N the size of th r is considerably larger
Tecipient of 1, oL data : Th the X e answer is bly la
b. " the data can verify 1, source, - Clsures that ' tselfa fluy i triggered, causing an amplification effect. .
. Authenticateq denial of » b, is flected attack, but this
(responsible foy ¢ o existence ; Ty ‘ generally yses th method as areflecte y
ranslati ¢ This tell solvel' | . € same v i her.
slating the g, s are *%ack will overwhelm the user's system’s infrastructure furt

that a certajp g maj :
dom 1N name int, dress) |

- oHainname doeg po1 exist, 0 an IP ad | .

‘ Discuss Measures against DNS attacks.
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M;asmes /;gainst DNS attacks :

1

Use digital signatures and certificates to authenticate sessiongin order
to protect private data.

Update regularly and use the latest software versions, such ag BIND
BIND is open source software that resolves DNS queries for users, J¢ is'
widely used by a good majority of the DNS servers on the Internet,

Install appropriate patches and fix faulty bugs regularly.

Replicate data in a few other servers, so that if data is corrupted/ lost i,
one server, it can be recovered from the others. This could also Prevent
single point failure.

Block redundant queries in order to prevent spoofing.
Limit the number of possible queries.

©0©
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Que

" | Define internet infrastructure. What are different
inférﬂet infrastructures ?

I;fémét inﬁ#structures are the frameworks or architectures that the internet
systems are made of.

Various internet infrastructures are :
1. TCPAP:

a. TCP/IP, or the Transmission Control Protocol/Internet Protocol, s
a suite of communication protocols used to interconnect network
devices on the internet. TCP/IP can also be used as a communications
protocol in a private network (an intranet or an extranet).

The entire internet protocol suite is a set of rules and procedures

and s commonly referred to as TCP/IP, though others are included
in the suite.

TCP/IP specifies how data is exchanged over the internet by
providing end-to-end communications that identify how it shoull
be broken into pa

ckets, addressed i d received
at the destination, , transmitted, routed and rec

1(;5{5‘ rtequires lit.tle central management, and it is designed ¥
mak thi in?lrks reliable, with the ability to recover automaticaly
. atlure of any device on the network

DNS: Refer Q. 4.33, Py, -

3. BGe: ge 4-29W, Unit-4.
a. Border Gaf :
Protocol det:iv;gtr{;) tocol (BGP) is a standardized exterior gateway
. among AutonOmouse;;il::lmge :z\éting and reachability informatio®
s
b The protocol js classify ) on the Internet.

cies, or rue..
nvolved jn m

Colﬂput

7
i

A&vanta

1

g

oty 5-3W (CC-Sem-3 &4)

er Syste™
be used for routing within an autonomous system. In this
BGfl’“‘:;im it is referred to as Interior Border Gateway Protocol,
ic .
?xll)tirnal BGP, or iBGP- L
ntrast, the Internet application of the protocol may be referred
Im cO: ’

e. 4o 28 Exterior Border Gateway Protocol, External BGP, or eBGP.

d.

Explain the advantages and disadvantages of in TCP/IP

ges of TCP/IP model are : . .
It is an industry-standard model that can be effectively deployed in
practical networking problems. o

It is interoperable, i.e., it allows cross-platform communications among
heterogeneous networks.

Ttis an open protocol suite. It is not owned b){ any particular institute
and so can be used by any individual or organization.

It is a scalable, client-server architecture. This allows networks to be
added without disrupting the current services.

It assigns an IP address to each computer on the network, thus ma}dng
each device to be identifiable over the network. It assigns e.:ach site a
domain name. It provides name and address resolution services.

Disadvantages of the TCP/IP model are:

L

It is not generic in nature. So, it fails to represent any protocol Staﬂi
other than the TCP/IP suite. For example, it cannot describe the Bluetoo
connection.

1t does not clearly separate the concepts of services, interfaces, and

Protocols. So, it is not suitable to describe new technologies in new
networks,

It does not distingui i he physical layers,
0 stinguish between the data link and t! e phy:

Which has very different functionalities. The data link layer }slhoilzlfl

“ORCern with the transmission of frames. On the other hand, the phys

Iayer should lay down the physical characteristics of transmission. .
" . is
xfowis E.“ ginally designed and implemented for wide area networks. It
pti;

> d’
(Pmlzed for small networks like LAN (Local Area Network) &n
ersonal Area Network).

What are functions of internet protocol ap?
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Following are the functions of internet protocols :
1 Addressing:

a. InordertoD!
where to deliver them to.

for host addressing. ) i )
b. Since IP operates OVer internetworks, its .syStt?m is designed to
) allow unique addressing of devices across arbitrarily large networks,
Tt also contains astructure to facilitate the routing of datagrams to
distant networks if required. .
4 Sincemost of the other TCP/IP protocols use 1P, understanding the
IP addressing scheme is of vital importance to understand TCP/IP,
2 Data encapsulation and formatting / packaging: -
a  As the TCP/IP network layer protocol, IP accepts data from-the
transport layer protocols UDP and TCP.
b. It then encapsulates this data into an IP datagram using a special
format prior to transmission.
3. Fragmentation and r bly : }
a  IP datagramsare passed down to the data link layer for transmission
on the local network.

erform the job of delivering datagrams, IP must know
For this reason, 1P includes a mechanism

b. However, the maximum frame size of each physical/data link
network using IP may be different.

c. ?‘or th_is reason, IP includes the ability to fragment IP datagrams
into pieces so that they can each be carried on the local network.

d. The receiving device uses the reassembly function to recreate the
whole IP datagram again.

PART-2

outing Protocols.

Aro i

e !\;lt)luntg;gr;t‘(f)col specifies how routers communicate with each others

distribu ormation that enables them to select routes betweer any
odes on a computer network. :

Computer System Security o
w (CCSem-3

&4)

9. Routers perform the traffic directing functjo i )

packets are forwarded through the ne 1S on the Internet, data

. tworks i
to router until they reach their destination cztlnx?;:n ternet from router
er.

3. Routing algorithms determine the speci ;
A pecific ch
has a pflor knowledge only of networks attaclox‘ec; :af :.to :it: . Each router
4. A _routmg protocol shares this information first ect.ly.
neighbours, and then throughout the network Thi:-?;:ng immediate
Y Y,

knowledge of the topology of the network routers gain

5. The ability of routing protocols to d; i j
ab ; ynamicall i
conditions such as disabled data lines and cumgu::rl: ZtmtiorCh?n ]

around obstructions is what gives the Internet its survi ‘gi‘iie o
reliability. A and

6. The specific characteristics of routing protocols include :

i The mannerin which they avoid routing loops.

i The manner in which they select preferred routes, using information
about hop costs.

Qﬁe 5.5. | What are the types of routing protocols ?

Answer
Various types of routing protocols are :
1. Routing Information Protocols (RIP) :

a. RIPisdynamic routing protocol which uses hop count as a routing
metric to find best path between the source and destination
network.

b. RIP (Routing Information Protocol) is a forceful protocol type used
in local area network and wide area network.

¢. RIPiscategorized asan interior gateway protocol within the use of
distance vector algorithm.

d. Itpreventsroutingloops by implementinga limit on the number of
hops allowed in the path.

2. Interior Gateway Routing Protocol (IGRP) :

a  Ttis distance vector Interior Gateway Routing Protocol IGRP)

b. TItisused by router to exchange routing data within an independent

system.

i t the
c. Interior gateway routing protocol created in part to defea

confines of RIP in large networks.
“d It maintains multiple metrics for e

delay load, and bandwidth.
: ’ . ular because
e. Itmeasured in classful routing protocol, but it is less poP

of wasteful of IP address space:

ach route as well as reliability,
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ath first (OSPF):

(o] Shortest P o
> i Path First (OSPF)is an active routing protocol used

a.  Open Shortest
in internet protocol.
b. Itisa link state routing proto
interior gateway protocol.
c¢. Open Shortest Path First (OS
autonomous system.
d.  TheOpen Shortest Path First (OSPPF)is used in the network of big
business companies.
4. Exterior Gateway Protocol (EGP):
a The absolute routing protocol for internet is exterior gateway
protocol.
b. EGP (Exterior Gateway Protocol) is a protocol for exchanging
routing table information between two neighbour gateway hosts.
¢. The Exterior Gateway Protocol (EGP) is unlike distance vector and
path vector protocol.
5. Enhanced Interior Gateway Routing Protocol (EIGRP) :
2 Enhanced Interior Gateway Routing Protocol (EIGRP) is an
advanced distance vector routing that is used in a computer network
for automating routing decisions and configuration.

col and includes into the group of

PF) operates inside a distinct

b. It works on network layer protocol of OSI model and uses the
protocol number 88.
6. Border Gateway Protocol (BGP) : Refer Q. 5.1, Page 5-2W, Unit-5.
7. Intermediate System-to-lntermediate System (IS-IS) :
a. Intermediate System-to-Intermediate System (IS-IS)isa protocol
used by network devices to determine the best packet switched
network route for data through.

b. It is an interior gateway protocol designed for use within an
administrative network. .

Discuss the advantages and disadvantages of different

routing protocols. '

Advantages of RIP :

1. Easy to configure and use.
2. Supported by all routers.
3. Support load balancing.

o o e ®w

Computer System Security

5-TW (CC-Sem.
Disadvantages of RIP: 3&4

L L mited to a hop count of 15 i.e., it can trap,
) s

routers only. mit packet through 15

9. Doesnot support a Variable-Length Subnet
that it sends routing updates based only znnz:[?isf (dVI"sM), which means
(FLSM) or routes that fall on classful boun dal‘iez -length subnet mask

Converges slowly, especially on large networks
Does not have knowledge of the bandwidth of a link
Does not support multiple paths for the same route .

Routing updates can require significant bandwid
. th, i ;
table is sent when a link’s status changes. »as the entire routing

7. Prone to routing loops.
Advantages of IGRP:
1. Easy to configure and use.

9. Uses the delay, bandwidth, reliability, and load of a link as its metric.
This makes it very accurate in selecting the proper route.

Disadvantagés of IGRP :
1. Itis not an Internet standard, all routers must be from Cisco Systems.
2. Converges slowly, slower than RIP.

3. Does not support VLSM.

4. Prone to routing loops.

Advantage of EIGRP :

1. " It provides very quick convergence and a loop-free network.

2. It supports different version of IP.

3. Itrequiresless CPU than OSPF.

4. Itrequires little bandwidth for routing updates.

5. Itsupports VLSM.

Disadvantages of EIGRP:

L Itisnot an Internet standard, all rout

Advantages of OSPF :
L

ers must be from Cisco Systems.

It converges quickly, compared to a distance yector protocol. '
e entire routing table is not

2. Its routing update packets are small, as th
sent.
i. 1t is not prone to routing loops.
- It scalesver ks
v well to large networks- —
: is i ount in
5. It recognizes the bandwidth of a link, taki®8 this info 2¢¢
selection.
6. Itsupports VLSM.
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ures that many of the other protocols

7. TItsupportsalong list of optional feat

do not support-
Disadvantages of OSPF V2:
1. More complex to configur
protocol.

e and understand than a distance vector

s of Internet Security.

/S Revisited, Surmary of Weaknes

Qil"estlon&Answers

ype _andeedium Answer Type Questiohs

"] What do you mean by DNS ? Explain DNS rebinding

DNS : Refer Q. 4.38, Page 4-29W, Unit-4.

DNS rebinding attack:

1. DNS rebinding is a form of computer attack.

2. Inthis attack, a malicious web page causes visitors to run a client-side
script that attacks machines elsewhere on the network. .

3. In this attacks, the same-origin policy prevents this from happening,
client-side scripts are only allowed to access content on the same host
that served the script.

4, Comparing domain names is an essential part of enforcing this policy, 0
DNS rebinding circumvents this protection by misusing the Domain
Name System (DNS).

5. This attack can be used to breach a private network by causing the
victim’s web browser to access computers at private IP addresses an
return the results to the attacker.

6. It can also be employed to use the victim machine for spamming
distributed denial-of-service attacks, or other malicious activities.

1' 'tl‘he attacker registers a domain (such as attacker.com) and delegatesit
0 a DNS server that is under the attacker’s control.

Computer System Security .

9. The server is configured to respond with &9
(TTL) record, preventing the DNS l‘esponsa ve
the victim browses to the malicious doma e
first responds with the IP address of :1;:
client-side code.

ry short Time-To-Live
from being cached. W hen
the attacker's DNS server
rver hosting the malicious

3. For instance, they could point the victim”
contains malicious JavaScript or Flash sm.pt: g::::r- to a website that
on the victim’s computer. intended to execute

4. The malicious client-side code makes additional x
domain name (such as attacker.com). accesses tothe original

5. The:%e are permitted by the same-origin policy. However, when th
Victm‘)'s browser runs the script it makes a new DNS req\;eﬁ for lhe
domain, and the attacker replies with a new IP address. i ¢

6. For instance, they could reply with an internal IP address or the IP

address of a target somewhere else on the Internet.
Que 5.9. I Discuss the features of DNS rebinding attack.

Answer ‘

Features of DNS rebinding attacks:

1 Custom DNS server that allows rebinding the DNS name and IP address
of the attacker's web server to the target victim machine’s address.
HTTP server serves HTML pages and JavaScript code to targeted users
and to manage the attacks.

3. Several sample attack payloads, ranging from grabbing the home page
of a target application to performing remote code execution. These
payloads can be easily adapted to perform new and custom attacks.
Supports concurrent users. .
Provides several DNS rebindingstrategies, including sequential mgpp\r:a
from the attacker to the target IP address ;}nd random mapping, to
minimize the impact of IDS/IPS interfering with the attack. !
A number of technical controls to maximize the reliability and speed o
attacks:

o Disabling HTTP keepalive, caching, DNS prefetching.

b.  Aggressive DNS response TTLs:
; i after :
Ability to allocate HTTP servers at startup ot dynamically there

1

o

ing Si ity to listenona
a. A convenience feature to avoid restarting singularity to 1S
different HTTP port.
;scovered after
b.  Tolay the ground work to attack ulnerable ports dis®
ascan.
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How can'we prevent DNS rebinding attack ?

/Answer
* DNS rebinding attacks can be P

revented by validating the Host Hrrp

header on the server-side to only allow a set of whitelisted values,

For services listening on the logpback interface, this set of whitelisteq
host values should only contain localhost and all reserved- numeric
addresses for the loopback interface, including 127.0.0.1.

For instance, let’s say that a service is listening on address 127.0.0.1,
TCP port 3000. Then, the service should check that all HTTP request
Host header values strictly contain “127.0.0.1: 3000” and/or “localhost :
3000”.

If the host header contains anything else, then the request should be
denied.

Depending on the applicatiop deployment model, we may have to
whitelist other or additional addresses such as 127.0.0.2, another reserved
numeric address for the loopback interface.

For services exposed on the network (and for any services in general),
authentication should be required to prevent unauthorized access.
Filtering DNS responses containing private, link-local or loopback
addresses, both for IPv4 and IPv6, shoutd not be relied upon asa primary
defense mechanism against DNS rebinding attacks.

Singularity can bypass some filters in certain conditions, such as

responding with a localhost record when targeting an applic ation via the
Google Chrome browser.

Que 5.11. | Explain key management protocol.

Answer |

1

Key management protocol refers to the collection of processes used ¥
gile gel}gratlon, storage, installation, transcription, recording, chang®
sposition, and control of keys that are used in cryptogr aphy-

It is essential for securé ongoing operation of any cryptosyster

The various functions of key management protocol are : .
a. Generation : This process involves the selection of akey that 1

used for encrypting and decrypting the messages-

b. P . . 5 i
g::;lzb;tmn Thls process involves all the efforts madein car;yiltnigs
to be Xse; m the point where it is generated to the point wher

c

. ) e
Installation : This process involves getting the key into the stor2®

£ .
of the device or the process that needs to use this key-

4. Storage: This process involv i
. ‘0lves maintaininy
stored or installed keys while Preserving thy g the confidentiality of
mechanism. © Integrity of the storage

e. Change: This process involves endi
: ! ending wi
starting with the use of another key. Stk heuseotte key and

£ Control: This process refers to the abili
( e abil i R
influence over the content and use oi" tlltl?koel;n . adinecting

1. Inkey management protocol, less than N — 1 keys are stored.
9. Ttisscalable.

Disadvantages :

1. Itlacks authentication procesé and does not clearly define any process
for revoking or refreshing keys.

9. The dynamic handshaking process prevents any form of data
aggregation. .

3. No support for collaborative operations.
No node is guaranteed to have common key with all of its neighbours
there is a chance that some nodes are unreachable.

5. Fails to satisfy security requirement authentication and operational
requirement accessibility.

Que 5.13. | What are the gecurity and operational requirements for

key management protecol ?

Answ
Security and operational requirements for key management
protocol : i
. tended
1. Confidentiality : Nodes should not reveal data to any uninten
recipients.
sssions due to
2. Integrity : Data should not be changed between s
environment cr malicious activity-
W,
3. Data freshness : Old data should not be used 227 should originate
4. Authentication : Datausedin decision making process
from correct source i
. . tire network
5. Robustness : When some nodesaré compromlsed, the ent

should not be compromised.
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6.

7.

" Time synchronization : These protocols should not be

Inte Tnet
Infras
trucbllr
e

Self-organization : Nodes should be flexible ep,
organizing (autonomous) and self-healing (failure toleruagn};)to Be o1

Availability : Network should not fail frequently.

to produce incorrect data. Mmanipy]y, q

Secure localization : Nodes should be able to accurately 4p,

acquire location information. d Secure]y

Accessibility : Intermediate nodes should be able to

aggregation by combining data from different nodes. Perform o,

Write a short note on VPN and tunnel mode

[ e

Virtual Private Network (VPN) :

1. AVirtual Private Network (VPN)is a technology that creates a safe and
encrypted connection over a less secure network, such as the internet.

9. Itis a way to extend a private network using a public network such as
internet. .

3. The name only suggests that it is Virtual private network i.e., user can
be the part of local network sitting at a remote location.

4. Tt makes use of tunneling protocols to establish a secure connection.

Tunnel mode : '

1. InIPSec tunnel mode, the original IP packet (IP header and the Data
payload) is encapsulated within another packet.

9. InIPSectunnel mode, the original IP Datagram is encapsulated w“t};oin
Authentication Header (AH) (provides no confidentiality by ?ncrﬁader
or Encapsulating Security Protocol (ESP) (provides encryption)
and an additional IP header. . he tW0

. e

3. The traffic between the two VPN Gateways appears tobe from 2%

. am 15
gateways (in a new IP datagram), with the original 1P datagr

encrypted (in case of ESP) inside IPSec packet.

Computer System Security
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Discuss link layer connection in TCP/IP model,

1. The link layer in the TCP/IP model is a descriptive field networki
protocols that operate only on the local network segment (li;k)":hkmg
host is connected to. Such protecol packets are not routed to :ht a
networks. other

9. The linklayer includes the protocols that define communication between
1ocal (on-tink) network nodes which fulfill the purpose of maintaining
link states between the local nodes, such as the local network topology,
and that usually use protocols that are based on theframing of packets
specific to the link types.

3. The core protocols specified by the Internet Engineering Task Force
(IETF) in this layer are the Address Resolution Protocol (ARP), the
Reverse Address Resolution Protocol (RARP), and the Neighbour
Discovery Protocol (NDP), which is a facility delivering similar
functionality as ARP for IPv6.

4. The link layer of the TCP/IP model is often compared directly with the
combination of the data lick layer and the physical layer in the Open
Systems Interconnection (OST) protocol stack. Although they are
congruent to some degree in technical coverage of protocols, they are

- notidentical.

5. Ingeneral, direct or strict comparisons should be gvoided,.because atlh.e
layering in TCP/IP is not a principal design criterion and in generalis
considered to be harmful.

Write short note on firewall.

1 . authorized users
L Afirewall defines a single choke point that kez%sy?iﬂnerable services

‘bi ti
out of the protected network, pro bits potenti® s tection from
from entering or leaving the network, and P'E:ldes pre
various kinds of IP spoofing and routiné attacks.

. : ement because
2. Theuseofa single choke point simplifies s?culnty nt],:;ac;gr set of systems.
3 security capabilities are consolidated o8 ) sycsurity related events-
. storing Se !
- Afirewall provides a location for momtomiie firewall gystem-

Audits and alarms can be implemented on
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4. Afirewallisa convenient platfo}'m for several Internet functiong that
" are not security related. These include a network address t"aﬂSlatOr,
which maps local addresses tq Internet addresses, and a network
management function that audits or logs Internet usage.

5. A firewall can serveas the platform for IPSec. Using the tunnel moge
4 capability, the firewall can be used to implement virtual private
networks.

7- | What is packet filtering firewall ? Explain its advantage

and ﬂisadva.ntage.

i"ac‘ké‘t*gltering firewall :

1. Packet filtering firewall is a technique used to control network access by
monitoring outgoing and incoming packets.

9. Packet filtering firewall allows packet to pass or halt based on the source
and destination Internet Protocol (IP) address, Protocols and ports.

Advantages :

1. They are simple, since a single rule is enough to indicate whether to
allow or deny the packet.

2. They are transparent to the users i.e., the users need not know the
existence of packet filters.

3. They operate at a fast speed as compared to other techniques.

4. The client computers need not be configured specially while
implementing packet-filtering firewalls.

5.

They protect the IP addresses of internal hosts from the outside network.
Disadvantages :

1. They are unable to inspect the application layer data in the packets and
thus, cannot restrict access to FTP services.

2. Ttisadifficult task to set up the packet-filtering rules correctly.

3

They lack support for authentication and have no alert mechanisms.

Being stateless in nature, they are not well suited to application layer
protocols.

Write short note on telnet.

7 wﬂﬁ
Telnetl is a user command and an
accessing remote computers,

2. Through Telnet, an

administrator her y omeone
, or anot| s someo!
else’s computer remotely. user can acces

underlying TCP/IP protocol fo¥

Computer System Security
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3. With Telnet, we log on as a regular ys

er with ‘s
may have been granted to the specific applic:tlil:tever Privileges we
computer. n and data on that

4 At the Telnet Client,.a character that is typeq
displayed on the monitor, but, instead, is erﬁiiedozst:z ];gyboard e
and transmitted to a remote Telnet server. CII character

5. Attheserver, the ASCII character is inte

reted as i
the character on the keyboard of the remrp 221fa user had typed

. ! ote machine. If the
results in any output, this output is encoded as (ASCIT) texteal:g:z;:liz

the Telnet client, which displays it on its monitor.

6. 'The output can be just the (echo of the) typed character orit can be the
output of a command that was executed at the remote Telnet server.

Que 5.19. | Explain briefly fragmentation at network layer.

1. Fragmehtation is done by the network layer when the maxinium size of
datagram is greater than maximum size of data that canbe held a frame
i.e., its Maximum Transmission Unit (MTU).

9. The network layer divides the datagram received from transport layer

" intofragments so that data flow isnot disrupted.

3. Itis doneby network layer at the destination side and is usually done at
routers. .

4 Source side does not require fragmentation due to segmentétlgn b?i
transport layer i.e., the transport layer looks at datagram datalmntl ta.n
frame data limit and does segmentation in such a way that.resu ing
data can easily fit in a frame without the need of fragmentation. -

5. Receiver identifies the frame with the identification (16‘b1tsn) :;elti rm
header. Each fragment of a frame has same identification -

. t offset (13
6. Receiver identifies sequence of frames using the fragment ©
bits) field in IP header. .
troduced
7. Anoverhead at network layer is present due to extraheader iniT
due to fragmentation.

| Write short note on proxy firewall

but this comes 2t
esof rewal® o limi which

Proxy firewalls are the most secure &P s they ca

the expense of speed and functionality, &
applications our network can support:

i because, inform2
The enhanced security of a proxy firewallis actsasan inte

do not pass through a proxy. Instead the pw:yhich then initiates & new
computers make a connection to the proxy
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Answer
1.

Internet Infrastructum

network connection based on the request, effectively a mirror of the
information transfer. »

This prevents direct connections and packet transfer between eithey
sides of the firewall, which makes it harder for intruders to discover
where the location of the network is from packet information.

A firewall proxy provides internet access to computers on a network byt
is mostly deployed to provide safety or security by controlling the
information going in and out of the network.

Firewall proxy servers filter, cache, log, and control requests coming
from a client to keep the network secure and free of irtruders and
viruses.

Write short note on intrusion detection.

Inf,rus{dn detection refers to the process of identifying attempts to
penetrate a system and gain unauthorized access.

An intrusion detection system is a software/hardware designed to detect
unwanted attempts at accessing of target application or system.

If an intrusion is detected quickly enough, the intruder can be identified
and ejected from the system before any damage is done or any data are
compromised.

Even if the detection is not sufficiently time to preempt the intruder, the
sooner that the intrusion is detected, the less the amount of damage and
more quickly recovery can be achieved.

An effective intrusion detection system can serve as a deterrent to
intrusions.

Intrusion detection enables the collection of information about intrusion

i‘ez-};in iques that can be used to strengthen the intrusion prevention
acility.

Briefly describe approaches for intrusion detection.

Two approaches for intrusion detection are :

L Statistical anomaly detection : In this category, the behaviour of

- legitimate i A .
byg]two Wa;-:%rs is evaluated over some time interval. It can be achieved

a. Threshold detection :

; ;:rei}:\‘gdgewcﬁon, thresholds are defined for all users as 2

the \fs’er art e total numbers of events that are attributed £
© measured against these threshold values.

Computer System Security

5-17W(CCSemg
ii. Thenumber of events is assum, =

b. Profile-based detection ;

1

is most likely to occur, and ned to round y,

Pto a number th
number, then int; the event oo ¢

o un :
rusion is said to have °Ccurre(tl exceeds this

In profile-based detection, profil,
and then matched with av’airl)able Zi:&fst'«ﬂl Nt e,

any unwanted action has been pel'form:ial data to find out if

A user profile contains several
: : parameters.
in a single parameter is not a sign of alert, Therefore, change

2. Rule-based detection : In this category, certain rules are applied on
the actions performed by the users. It is classified into two types:
a. Anomaly-based detection:

I.

In anomaly-based detection, the usage patterns of users are
collected, and certain rules are applied to check any deviation
from the previous usage patterns.

The collected patterns are defined by the set of rules that
includes past behaviour patterns of users, programs, privileges,
time-slots, terminals, etc.

The current behaviour patterns of the user are matched with
the defined set of rules to check whether there is any deviation
in the patterns.

b. Penetration identification:

i

In penetration identification, an expert system is maintained
that looks for any unwanted attempts.

This system also contains rules that are used to iderlltify the
suspicious behaviour and penetrations that can exploit known
weaknesses.

©00
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Introduction
(2 Marks Questions)

1.

p-;-:r\ﬂi i;

"

What do veu understand by computer security ?

~tv (cvher security or IT security) is the protection
, svetems from theft or disruption

What are the problems related with computer security ?

Problems related with computer security are :
Phusd

What mre the sdvantages and disadvantages of computer
security T
Advuntisges :

Protectzon

us attacks on our network

Prevents users from unauthorized access to the network
Disadvantages :

Stract regulst

y
Deéficyl

¢ with non-technical users.

What are various security mechanisms 7

Various security mechanisms to provide security are :
Encipherment

Dngaal

1y
Dhgts] sugnstoure

Define the Lerm security policy.

“ 3 - s = & p
;;:‘f;" :';.-“.‘ 2 wriion ducument in an organization outlining
AVY: : atwas:
. pr ‘.nn e organiration from threats, including compute’
sorarity thyeat
¥ thrests, and how 10 handle situation when they do ocewf

Whiat be e . ”
e cunsidered in security system centric design’
el 4e S0 oo
w0 commadered 1 secunty system centric design

1. "hw‘i‘ww-bum is used 7

BEE Store; bemees i P |

0 wgamenmisg

Q-2 W« LEem-1 & 4)

1A

,\“5-

1.9
Ana.

1.10.
Ans.

1.11.

1.12.
Ani.

1.13.

—
—
-

= E
-
EP‘ Tl o ol

How computer vulnerabilities g
maintained 7

Introduction

nd exploits databage are
Computer vulnerabilities aned ex

MTITRE corporation ploits "‘“ﬂbmeugmuinmnmby

What are various computer security attacks 7

Various computer security attacks are :
Malware ’

Macro virus

File infector

Boot record infector
Worm

Trojan

Define vulnerabilities.

Vulnerability is a cyber-security term that refers to a flaw in a
system or refers to any type of weakness in a computer system
itself, in a set of procedures, or in anything that leaves information
security exposed to a threat.

Name the software whose vulnerability is exploited the most.
Android is the software whose vulnerability is exploited the most.

What is a buffer ?

A buffer is a temporary area for data storage When more data gets
placed by a program or system process, the ex'.rad.xum*rﬁ}ws It
causes some of that data to leak out into other buffers, which can
corrupt or overwrite whatever data they were bolding.

Define buffer overflow attack.

. : here extra data
Buffer-overflow attack is the overflow al::::!t: by a hacker or
holds specific instructions for actions 1o :
malicious user.

. ck ?

How can we prevent buffer overflow ;’»L‘“n‘ .

using:
We can prevent buffer overflow attac
Non-executable stack
Static analysis )
Dynamic run-time protection
Use safer versions of functions

2 . .
What is integer overflow attack 1 when an ar hmetic
An integer overflow is an attack tha

ang . the
l) {} o ‘ npts to cre ate a numcnc value that1s O\IUldE of
nge.
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How can We prevent integer overflow attack ?

Integer overflow attack can be prevented through :
Avexdance

Handling

Propagation

Define hijacking.

Hyackingisa type of network s_ocurily attack in which the attacker
takes control of a communication.

How can we control hijacking attacks ?

Rijncking attack is controlled through :
Platform defense

Run-time defense

Heap protection

Name the techniques used in heap spray attacks.

Techniques used in heap spray attacks are:
Heap spraying.
Vulnerable buffer placement.

How can we prevent heap spray control hijacking ?

We can prevent heap spray control hijacking :
Protect heap function pointer.
Better browser architecture.

What was the percentage increase in zero-day
vulnerabilities in the year 2015 ?

50 % is the percentage increase in zero-day vulnerability in the
vyear 2015.

Name the buffer overflow which is common among attackers.
Stack-based buffer overflow is most common among attackers.

Which gou.l is not considered in the security system design ?
Vulnerability is not considered in the security system design.

Which thing is important in design of secure system ?

Two thin i . .
Assessing mﬁnm; in designing secure system :

Changing or updating Bystem according to vulnerability.

Name the
overfiow srroc, ming languages which are having buffer-
C,C4+ are )

ERepeaer g language having buffer-overflow error:

4 W (CC-Bem-3&4)

1.26. What is the price for sellin
black market ?

Ang $60K-$100K is the
black market.

& windows as vulnerabyity 1

price for selling windows ag vulnerability i

1.27. What is the price for selling firefox o
vulnerability in the black market ?

ans:  $60K-$3150K is the price for selli .
vulnerability in the black mark::_ ing firefox or safari browser

r safari browser

1.28. What is the range of port number used by client port ?
Ang: Client port uses the port number between 1024 and 16383,

©00
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Confidentiality
Policies
(2 Marks Questions)

2.1. Define confidentiality policy. .
asg A confidentiality policy is intended to protect secrets and prevent
unauthorized disclosure of information. Specific mechanisms ensure
confidentiality and safeguard data from harmful intruders.

292. Name the security model used in confidentiality policy.

Awg Security model used in confidentiality policy is Bell-LaPadula
confidentiality model.

2.3. Define Bell-LaPadula confidentiality model.
Ams; The Bell-LaPadula confidentiality model is a state machine-based

multi-level security policy. This model was originally designed for
military applications.

24. Define the term access control.
A%E  Access control is a way of limiting access to a system or to physical
or virtual resources. In computing, access control is a process by

which users are granted access and rertain privileges to systems,
resources or information.

2.5. What are the types of access control ?
AR F(}llowjng are the types of access control :
. Discretionary Access Control (DAC)

. Mandatory Access Control (MAC)

[

2.6. Define DAC.

ans: Discretionary access control (DAC) is a type of security access control

that grants or restricts object access via an access policy determined
by an object’s owner.

2.1.

What are the advantages of DAC ?
AHS '

Following are the advan
I tages of DAC :
gser may transfel.- object ownership to another users.
ser may determine the access type of other users.

o=

SQ-6W (CC-Sem-3&4),

28.
AHE:

1
2.
3.
2.9.
KRS
1
2.

3

2.10.
AfE

2.11.

2.12.
Afis
1

2.13.

2.14.
ARE

W N

2.15.

2.16.

Confidentiality polici
- Y poli
What a‘re the dlsadvantages of DAC =
Following are the disadvantage '

Inherent vulnerabilitieg ("l‘roja.nfms oy DAC: ‘
Access control list maintenance, o '

Grant and revoke permissions maintenance

What are the issues related with DAC?
Issues related with DAC are: )
Difficult to enforce a system w1d i
. -wide s icy i
leak classified documentsto a uncla:sci];xrel;{lg:icw.e“ & ueeran
Only support coarse -grained privileges. )

. Unbounded privilege escalation.

What is MAC ?

Mandatory access control is a type of access control by which the
operating system constraints the ability of a subject to access or
perform some sort of operation on an object.

What are the advantages of MAC ?
Advantages of MAC are :

It ensures a high degree of protection, prevent illegal flow of

information.

. It is suitable for military and high security types of applications.

What are the disadvantages of MAC?

Disadvantages of MAC are : ) i
It requires strict classification of subjects and objects.

. Tt is applicable to few environments.

Define confinement problem. .

The confinement probiem is the problem of preventing a se::'lvel;
from leaking information that the user of the service COn:ll era
confidential. The confinement pro_blem deals with preventing
process from taking disallowed actions.

What are the types of Unix user D?
Types of Unix user ID are:

Real user ID

Effective user ID

. Saved user ID

Define real user ID.

Real user ID defines that which files the Pro
account of owner of the process:

cess has access to.Itis

Define effective user ID-
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2.18.

"‘?’N!“E

2.19.

prHE

2.20.
ARE

221.

AR
L
2.
3.
4.

Computer System Security (2 Marks)
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xns;  Effective user ID is same as real user ID, but sometimes it is changeq

to enable a non-pﬁvi}eged user to access files that can only b,
accessed by root.

Define saved user 1D.

Saved user ID is a user ID used when a process is running with
elevated privileges (generally root) needs to do some under.
privileged work, this can be achieved by temporarily switching to

" pon-privileged account.

What are confinement techniques ?

Following are the various confinement techniques :
Chroot (change root)

Jailkits

FreeBSD jail

. System call interposition

What are the types of VM based isolation ?
Following are the types of Virtual Machine based isolation:

. Process virtual machines

System virtual machines (Hypervisor virtual machines)

. Hosted virtual machines
. Hardware virtual machine

Define rootkit.

A rootkit is a computer program designed to provide continued
privileged access to a computer while hiding its presence. Rootkit is
a collection of tools that enabled administrator-level access to 2
computer or network.

What is the purpose of rootkits ? .
The purpose of a rootkit is for a malware to give its owner, 2
permanent, hidden remote access to our computer. To avoid

detection, they tamper with the system to conceal the presence of
the malware and its activities.

‘What is intrusion detection system ?

An Intrusion Detection System (IDS) is'a network security

technology built for detecting vulnerability exploits against a target
application or computer.

:Jhl';zt are the types of intrusion detection system ?
'ollowing are the types of intrusi i :
Network Intrusion Detection ér;sz-:;x(ol\xrxlgggectmn system
Hos.t-based Intrusion Detection System (HIDS)
ffi?meter Intrus.ion Detection System (PIDS)

based Intrusion Detection System (VMIDS)

GQ-8W(CCSem3&4) -

2.24.

. Packet decoder

Confidentiality polie:
What are the components of ini i v

. t i i
Components of intrusion detect"i::l:;;etechon system?
€m are :
Preprocessor
Detection engine
Logging and alerting system
Output modules

What are the difficulties in
ha  the anomaly d i
Difficulties in anomaly detection afe .ete(:tmn !

. Lack of training data
. Datadrift
. Falseidentification is very costly.

Which is not the component of snort ?
Hypervisor is not the component of snort.

What are the features offered by snort ?
Features offered by snort are :

. IDS
. Packet logger
. Shiffer

What are the disadvantages of snort ?
Disadvantages of snort are:
Snort spends 80 % of time doing string.

. Probability of detectionislow.

©00
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M SQI0W(COSem3&4)  Seeure aray
- i tecture Principles Isolation & Leas
 Secure Architecture  * oiShe, e Menticutin, sumemonion,
Principles Isolation A bjoct 1 the oty s iondecribes amethod of ensuring that
an d Leas ﬁ)j:;g:;zz::;n : Authentication is the method of proving the
(2 Marks Questions) At of objoets by the apan s the method of cotrling the

Non-repud.latlon :Non-r EP\ldlahOn is the assurance that someone

3.1. What do you understand by access control ? 37. What are the va}rious issues in access control ?
ABE Access control is a security technique that regulates who or what ANE Xmousi alts:;ﬁi-}b: ;ﬁcess control are :
can view or use resources in a computing environment. It is a ; PPPTOPI‘ e manage:ce:s
i ity that minimizes risk to the busine . Poor passwo : enf

f‘:ﬁzﬁ;‘;‘ﬁiﬁgmept mn securify fhat s = 3. Poor user education
o :

32. Define physical and logical access control. 3.8. What do you understand by browser isolation ?

) . . ; i Afi&: Browser isolation is a cyber security model for web browsing that

P o R e e can bo used o physically separate an infernet usersbrowsing actiity
Logical access control : Logical access control limits connections from their local machine, network and infrastructure.

to computer networks, system files and data. 3.9. List some browser isolation vendors.

3.3. What are the types of access control ? A%s; Browser isolation vendors include :
AmS: Types of access control are : ; ‘:p‘t’iy "
1. Mandatory Access Control (MAC) - Authen 1c
2. Discretionary Access Control (DAC) 3. Ericom )
3. Role-Based Access Control (RBAC). 4. Menlo Security
4. Rule-Based Access Control . RS
5. Attribute-Based Access Control (ABAC) : 3.10. What is threat modelling ? o etwork security BY
A Thret mndlngin et 0 RO e
34. What are the best practices for access control ? identifying objectives and vulnerabilities,

itigate the effects of, threats to the
Access control practices are :

measures to prevent, or m

. It denies access to systems by undefined users. system.

R
1
2. It limits and monitors the usage of administrator.
3
4
5
35.

delling ?
. It suspends or delay access capability. 3.11. What are the elements of threat mo!

i are :
. It removes obsolete user accounts as soon as the user leaves the A% Three main elements of threat modelling
company. 1. Assets
. It suspends inactive accounts after 30 to 60 days. 2. Threats
Di ity 3. Vulnerabilities
. Discuss security principle for agcess control. odelling: '
. . . i m e
ANE Security principles for access control are : 3.12. What are the layers used in threat
1. Identification AHE; f delling are
2 icati Layers used in threat mo
. Authentication 1. Network layer
3. Authorization 2' Ho s‘:lo ary .
4. Non-repudiati - er
FSISLon 3. Application layer
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3.15.

Fal i

3.16.

SN

3.117.

3.18.

319,

SQ-11W (CC-Sem-3 g 4)

What are the steps used for threat modelling ?
Steps used for threat modelling are :

Identify the assets

Describe the architecture

Break down the applications

Identify the threats

Document and classify the threats

Rate the threats

. What are major web server threats ?

Major web server threats are :

. Injection flaws
_ Broken authentication

Sensitive data exposure
Cross-Site Request Forgery (CSRF)
Man in the Middle Attack (MITM)

. Phishing attack

What are the methods of CSRF mitigation ?

Methods of CSRF mitigation are :
Logging off web applications when not in use.

. Securing usernames and passwords.

Not allowing browsers to remember passwords.

. Avoiding simultaneously browsing while logged into an application.

How can we secure development of software ?

Secure software can be developed by:
Sanitize inputs at the client side and server side.

. Encode request/response.
. Use HTTPS for domain entries.

. Use only current encryption and hashing algorithms.
. Do not allow for directory listing.

What is the cost of launching Denial of service attack on 2
website ?

313)05/1%? is the cost of launching Denial of service attack on 2
Web secu.rity mechanism relies on which protocol.
Web security mechanism relies on DN'S, TCP/IP, BGP protocols.
lvllow to avoid limitation in threat models ?

e can avoid limitation in thr
Making more explicit T e o d
——rt weakne};ses. and formalized threat models to understa™

Makine s
Ma]gng i;mpler and more general threat models.
aking less assumption to design a better threat model.

sQ-12W (CC-Sem-3& 4) Secure Architectur
F h EPnnciplesIsolation&leas
3.20. For what IKE creates Security Associati )
Aii% IKE (Internet Key Exchange) creates SAs folro I.}’(SA“
sec.
What is the reward amo
: unt for Pwn2 iti
$ 1500 is the reward amount for Pw:x20wf1) ;;;:a?et‘t“’“ '
A0n.

3.21.

322. What is penetration testing ?

Atis: Penetration testing is an internal inspection of applications and

operating systems for security flaws. It is an authorized simulated

cyber-attack on a computer system fi
O etity of the syatom. , performed to evaluate the

©00
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Computer Sy P#2_—~

Basic Cryptography
(2 Marks Questions)

41. What do you mean by cryptography ?
Ams; Cryptography is defined as the conversion of data into a scrambled
code that can be decrypted and sent across a public or private
network. It is the science and art of creating secret codes.

42. What are the different factors on which cryptography

depends ? .

AmE; Following are the different factors on which cryptography
depends:

. Plaintext

Encryption algorithm

Ciphertext

. Decryption algorithm

oo

43. What are the different security attacks ?
a6 Following are the two types of security attacks :
1. Passive attacks : Passive attacks are those attacks where the
attacker indulges in monitoring of data transmission.
Active attacks : Active attacks are those attacks where the
attackers attempt to make change to data.

44. Distinguish between an active and passive attack.
ARE: )

\ S.Nd;‘ _ Active attack ‘
1 \Access and modify information. ‘

\ 2. lSystemis harmed. ‘
3

u \ Easy to detect than prevent. l Difficult to detect than prevent:
\ eat tointegrity, availability. k Threat to confidentiality.

: 'i';'Pa:séiv”é aftaél‘;,x

Access information.

No harm to system.

45. What are the requi
A quirements ic ke
certificates s ” ts for the use of a public key

sq-14W (CC-Sem-3&4)

ARE
1

2.
3
4.
4.6.

1

4.11.

Basic Cryptography

e of a public key certificates

Any participant can read a certj Tmin
I ertifi i
public key of the certificate’s owr;z:te 19 deternine the name and

Any.participant can verify that the certific:
certificate authority and is not fake

Requirements for the ug,
scheme are:

ate originated from the

. Only the certificate authority can create and update certificat
cates.,

Any participant can verify the currency of the certificate

Give the ingredients of public key encryption scheme

Ingredients of public key en . )
Plain text y encryption scheme are :

. Encryption algorithm
. Public and private keys
. Ciphertext

Decryption algorithm

What do you mean by RSA?

RSA is asymmetric cryptography algorithm where the encryption
key is public and it is different from the decryption key which is
kept secret.

. What requirements should a digital signature scheme

satisfy ? L
Following are the requirements for digital signature are :

. The signature must be a bit pattern that depends on the message

being signed.

. The signature must use some information unique to the sender, to

prevent both forgery and denial.

. Production of digital signature must be easy.

Explain briefly the two different approaches of digital
signature. ) o :

Two different approaches of digital mgntaia;\;re are

RSA : RSA is used for encryption and d.ecryp o pp—
DSA : DSA (Digital Signature Algorithm)
verification.

Define hash al orithm. : o of variable
Ai;;ealg?;itlfmgis a function that conver(tfl:g;ﬁsl&ﬁl% :1g°ﬁ‘hm5
lengthinto anumeric output Stﬂ{‘g Ofﬁxi ce there is 8 very low
are designed to be collision-remsta“‘iti) ;I.leated for different data-
probability that the same string would be i
. jded by a digt

Write down the security services provide

signature.
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4.15.

417

4.18.

-

Py
iv.

<

SQ-15W (CC-Sem.3 4,4

Security services grovided by digital signature are :
Message authentication

Message integrity

Non-repudiation

. Confidentiality

What are the drawbacks of digital signature ?
Drawbacks of digital signature are :

Association of digital signature and trusted time stamping.
Non-repudiation.

Define symmetric key cryptography.

Symmetric key cryptography is a shared secret key between two
parties. It is more efficient for enciphering large messages. Its
strength rests with the key distribution technique.

Define S/ MIME.

S/MIME is a standard for public key encryption and signing of
MIME data. S/MIME (Secure Multi-Purpose Internet Mail
Extensions) is a secure method of sending e-mail that uses the RSA
encryption system.

What do you mean by mail security ?
Mail security refers to the collective measures used to secure the
access and content of an email account or service. It allows an

individual or organization to protect the overall access to one or
more email addresses/accounts.

Write down the different ways the public key can be
distributed.'

Different ways the public key can distributed are :
Public announcement

Publically available directory

Public key authority

What do you understand by Pretty Good Privacy algorithm ?

PGP is an encryption algorithm that i ic pri
cryp provides cryptographic privacy
and authentication for data communication. YpLogTep

Give the services provided by PGP.
Service provided by PGP :
Authentication

Confidentiality

Compression

Sx?gmentation and reassembly
Signature component

Message component

5Q-16 W (CC-Sem-3 & 4)
Basic Crypto
. . graph;
4.19. Differentiate between public Eeyniot y
KRS Private key,

It is use to encrypt the
message.

—

It is used to verify signatures. \ It is used to sign signat;xre?\
420. What is IP security ?

axg 1P Security (IPSec) is a collection of protocols designed by the

Internet Engineering Task Force (IETF) to provide security for a
packet at the network layer.

421. Explain intrusion detection.

Afg Intrusion detection refers to the process of identifying attempts to
penetrate a system and gain unauthorized access. An intrusion
detection system is a software/hardware designed to detect
unwanted attempts at accessing of target application or system.

422. What are the functional areas of IPsec?
Aws; Functional areas of IPSec are :
i Authentication
ii. Confidentiality
iii. Key management

4.23. What are the services provided by 1PSec?
Ang Services providedby IPSecare:
i. Access control
ii. Connectionlessintegrity
fii. Data origin authentication
iv. Confidentiality -
v. Limited traffic flow confidentiality

424. Describe briefly the security policy d?‘iab:}s;:t. determine the
Ang Security policy database specifies the pl’htc\;z\smd from a host or &
disposition of all IP traffic inbound or 0U

security gateway.

425. Give a list of main entities I* -SEs,TéT )
Ang There are four main entities 10 :
i. Card holder (customer)) v
ii. Merchant (web server )
iii. Merchant’s Bank (payment gateway) acquire
iv. Issuer (cardholder’s bank)
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Describe briefly the purpose of SET protocol.

Purpose of SET protocol : o
Provide confidentiality of payment and ordering information,

i It facilitates and encourages interoperability among software anq

network providers.

iii It ensures the integrity of all transmitted data.

. What are the major transactions supported by SET ?

aAnE The major transactions supported by SET are purchase request,

payment authorization and payment capture.

What is the function of DNS rebinding defense ?
Function of DNS rebinding defense are :

Browser mitigation

Server-side defenses

Firewall defenses

. What is VPNs ?

VPNs is a remote access client connection.

What are string library functions used for buffer ?
String library functions used for buffer :

gets (char * str)

streat (char destination, const char source)

strepy (char destination, const char source)

What is the other name of bug bounty program ?

Google vulnerability program is the other name for bug bounty
program.

What is ransomware ?

It is a form of malware that encrypts the whole hard drive of the
computer, essentially locking the user out of the entire system.

W:at can b_e poisoned if it is having an erroneous entry
Wh ere th.e invader gets to organize the DNS server and
(I:)O ange different kinds of information on it ?

main name is poisoned if it is having an erroneous entry where

the invader gets to organi i
; c ganize the DNS different
kinds of information on it. server and change di

What is silent banker ?

Iti ‘

,m::,: ;I::}ﬁ" ht‘?‘:;e' It records keystrokes, captures screens and
ek~ banking credentials and sends them to remote

SQ-18 W (CC-Sem-3 & 4)
Basic ¢
4.35. What is target attack ? Typtography

Ang: It is an example of server-sj

. ds
card information was stole; ¢ auack Moreth

nin the attack ha an 140 million creqit

ppened in 2011,
4.36. Name the protocol defined by IPSec.
ang Protocols defined by IPSec are :
1. Authentication Header (AH)
2. Encapsulating Security Payload (ESP)

4.37. What do IPSec do in tunnel mode ?
Asis; IPSec protects the entire IP packets in tunnel mode.

©00
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| Internet Infrastructure
(2 Marks Questions)

. What is internet infrastructure 7

Isternet nfrastrocture is a collective term for all hardware and
vware svetems that constitute essential components in the

aperation of the Internet

What are the companents of network infrastructure ?

Network infrastructure includes :
Network harédware
Network software

Netwaork services

What is routing ?

%'-":L:.; 1 the pracess of selecting a path for trafficin a network or
between or seross » networks. Routing is performed in many
ding circuit-switched networks, such as

4 Telephone Network (PSTN), and computer
actworks, such as the Internet

types of net

ris

the Public Swr

What are the impacts of attack on router ?
ln;:r-n of sttacks on routers are :

Treffic redinection

Trafic sen

$T85c sent 10 & revting black hole

Houter Genial-of -service (DoS)
Bovtang protuce] DoS
Unsathonined route pr

efix origination

What mre the main function:

f link layer ?
The ey s 0 yer ?
3 bt Ph’:}:g bas three main functions :

s f “ oorur &s & result of bit Lransmission errors
floas a1 ) p
B8 Terening Gevices & & pace that does not overwhelm sending
13 pwrmo,

i enmares dpy

® e {rpnsenienie i
loyer, whise ‘A‘““‘"f) of data w upper layer, the petwork
' addrvssed and rouied

What do
yuu understand by TCPAP 7

«Q-20 W(CC-Sem-1 & 4)

Ans:

67
ARE

5.8.
AN

Dl

5.9.

Ank.

5.10.

Transmisaion Contenl Py

Internet infrastrycture
rotoc
language a computer ys otocol/Interney Pro

What is firewall 7

Firewall is a network device th

® that jas) . n
network from larger outaide nrtwnr{/lﬂf,’:,;:?ﬁ‘u“"" s internal
Lotwire, o compies st o s
to or from internal network. uthorized access

What are various types of firewall 7
Types of firewall are:

Packet filtering

Stateful packet filtering

. Application level gateways (Proxy)

What is packet filtering ?

A firewall filters the IP packets. The IP headers of all the kets
that enter or exit the network firewall are inspected. Firewall makes

an explicit decision on each packet that enters as to whether to
allow the packet or deny the packet.

What is application level gateway ?

- ) o i e finspecting
Application level gatewayisa f_irev-aﬂ_ which is capable of mspectt
application level protocols. This requires the firewall to enderstand
certain specific application protocols.

Write disadvantages of packet filtering-
Disadvantages of packet filt

ering are: ]
a
. The packet filtering rules tend to beimrd to configure. We need

. . fi it right.

lot of expertise and proper strate®y to wmguﬁh‘emigvdy test and
Once it is configured, it 13 difficult to “’mfn

verify whether it is working correctlVOTRo0 o giate of the
It is a stateless machine. It does not nm‘“ﬂntfabk to attacks.
previous packet. Stateless packet filters are

Write advantages of packet filtering:

The main ndvantage of the P‘chgﬂ&?;: protect the entire
A strategically placed packet filtering

network. .
Packet filtering is available in routers.
wall ilters the packe*

At which layer packet Bitse > at network layer-

Packet filter firewall filters packets

stateful packe! fltering *

What is the other namé of
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ARE Stateful packet filtering is also known as dynamic Packet flte

5.15. What is the full form-of DNS ?
A#S Domain Name System.

5.16. How does server handles requests for other domain”

- AWE Server handles requests for other domains by Contacting po. Ks;
DNS server. mot,1
5.17. What aré the basic issues in packet filtering ? ‘é

ATi5: The basic issues in packet filtering are :
1. Stateful filtering
2. Encapsulation
3. Fragmentation

5.18. Name intrusion detection model.

ATi%: Intrusion detection model are :
1. Misuse detection model

ii. Anomaly detection model

5.19. How does network layer firewall work ?

Ang: Network layer firewall works as packet filter.

R 520. What are the issues related with TCP/IP ?
k- Afi% Issues related with TCP/IP are : | ,
: i. Cache poisoning f
ii. Rebinding
iii. Packet shifting .

%‘ 521. What is stuxnet ? -

Y, @777

*’ ' Stuxnet is a malicious computer worm.

9.22. Which protocol is designed to create security association
both inbound and outbound ? i

« IKE (Internet Key Exchange) is designed to create inbound & :
outbound security association. F |

5.23. What is included in standard network defenses ?

Aug Firewall and intrusion detection are included in standard B

etW°’.k-;~
defenses. -

524. What is the full form of CVE ?
A8 Common vulnerability and exposures.

5.25. Which protocol is not used in operation of a VPN?

aus YMUM.
©6©
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